[image: Small Logo New LHB]


Winning Temp – Engagement App
This privacy notice explains how Cardiff & Vale University Health Board (as Data Controllers) will collect, use and protect personal data, specifically with regards to our new engagement app, Winning Temp.
How and why will your personal data be processed?
Nursing and healthcare support colleagues will be invited to respond through the Winning Temp app four times over the next three months. Personal data will be processed to allow the UHB to understand and gauge employee wellbeing in real time and take action where needed and most appropriate.
The following limited data will be made available to Winning Temp to allow creation of an account for you and to ensure the app can correctly verify you as the user against your department.
1. Employee Title, First Name, Last Name
1. Assignment Number
1. Employee Email
1. Department

Only once you choose to sign up and take part, if the UHB already holds this data in our ESR, the following data items will also be shared. 
· Age
· Disability
· Marriage and civil partnership
· Pregnancy and maternity
· Race
· Religion or belief
· Sex
· Sexual orientation

These data items will be processed for equality purposes. For instance, it will help the UHB to gauge employee wellbeing among different staff groups. The data the UHB receives from Winning Temp at the end of this project will be high-level aggregated anonymised data. Your answers will not be available in identifiable form to your line manager or any other member of UHB staff. Winning Temp act solely in the capacity as a data processor on behalf of the UHB. This means they are contractually limited to only process data under the explicit instruction of the UHB.

What is the legal basis for our use of your personal information?

The lawful bases we rely on for using your personal data are:  
· GDPR Article 6(1)(f) – it is necessary for the UHB’s legitimate interests. The legitimate interest achieved is the support of staff in performance of their job roles.

As extra protection is provided for certain classes of information called 'special category personal data' such as health information, an additional lawful basis must be identified in order to process these classes of information, as outlined below:
· GDPR Article 9(2)(g) – processing is necessary for reason of substantial public interest.
· Data Protection Act 2018 – Schedule 1, Part 2, (8) Equality of opportunity or treatment

How will we store your personal information?
Your information is securely stored securely.  We keep information only for as long as it is needed and when no longer needed it will be deleted / destroyed securely.

Your rights

Under data protection law, you have rights including:
· Your right of access - You have the right to ask us for copies of your personal information.
· Your right to rectification - You have the right to ask us to rectify information you think is inaccurate. You also have the right to ask us to complete information you think is incomplete.
· Your right to restriction of processing - You have the right to ask us to restrict the processing of your information in certain circumstances.
· Your right to object to processing - You have the right to object to the processing of your personal data in certain circumstances.
· You are not required to pay any charge for exercising your rights. If you make a request, we have one month to respond to you.



How to complain if you are unhappy about how your data is used
You can complain directly to:
Cardiff & Vale University Health Board
Email: Uhb.Dpo@wales.nhs.uk
By post: Cardiff and Vale University Health Board, Information Governance Department, Woodland  House, Maes-y-Coed Road, Cardiff, CF14 4TT


You also have the right to complain to the Information Commissioner’s Office using the following details:
Information Commissioner's Office (ICO) website
By post: The Information Commissioner's Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF
Telephone: 0330 414 6421

[bookmark: _GoBack]Further advice and guidance from the ICO on this issue can be found on the ICO website.
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