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[bookmark: _GoBack]Confirmed Minutes of the Public Digital & Health Intelligence Committee Meeting 
Held On 4 October 2022 at 9 am
Via MS Teams

	Chair:
	
	

	David Edwards
	DE
	Independent Member - Digital

	Present:
	
	

	Gary Baxter
	GB
	Independent Member - University

	Michael Imperato
	MI
	Independent Member - Legal

	Sara Moseley
	SM
	Independent Member – Third Sector

	In Attendance:
	
	

	Suzanne Rankin
	SR
	Chief Executive Officer 

	Nicola Foreman
	NF
	Director of Corporate Governance

	Angela Parratt
	AP
	Director of Digital Transformation

	David Thomas
	DT
	Director of Digital & Health Intelligence

	Daniel Jones 
	DJ
	Information Governance Manager

	James Webb
	JW
	Information Governance Manager

	Bryn Harries
	BH
	IT Project Manager

	Russel Kent 
	RK
	Head of Digital Operations

	Observers: 
	
	

	Timothy Davies
	TD
	Head of Corporate Business 

	Marcia Donovan 
	MD
	Head of Corporate Governance

	Secretariat
	
	

	Sarah Mohamed
	SM
	Corporate Governance Officer

	Apologies:
	
	

	Hywel Pullen 
	HP
	Assistant Director of Finance

	Mark Wardle 
	MW
	Consultant Neurologist



	Item No
	Agenda Item
	Action

	DHIC 04/10/001
	Welcome & Introduction 

The Committee Chair (CC) welcomed everyone to the public meeting and confirmed the meeting was quorate.

	

	DHIC 04/10/002
	Apologies for Absence

Apologies for absences were noted.  

The Committee resolved that:

a) The apologies were noted.

	

	DHIC 04/10/003
	Declarations of Interest

The Committee resolved that:

a) No Declaration of Interest were noted. 

	

	DHIC 04/10/004
	Minutes of the Meeting Held 7 June 2022

The Committee Resolved that:

a) The Minutes of the Meeting held on the 7 June 2022 were confirmed as a true and accurate record.

	

	DHIC 04/10/005
	Action Log – Following the Meeting held on 7 June 2022

The Action Log was received. 

The Committee Resolved that:

a) The Action Log was discussed and noted. 

	

	DHIC 04/10/006
	Chair’s Action taken since the Committee Meeting held on 7 June 2022

The Committee Resolved that:

a) There were no Chair’s Action. 

	



	
	Items for Review and Assurance
	

	DHIC 04/10/007



	Digital Transformation Progress Report 

The Director of Digital Transformation (DDT) presented the Report and highlighted the following:

· It included a list of projects that were reported against in the IMTP. 
· At the last DHIC meeting in June, there was a discussion about the draft Roadmap. 
· The report had been made a lot more explicit this time. 
· Projects in train included this year’s Roadmap items as reported in Appendix 1. 
· There was good progress with PROMS. Four services were live. The Digital PROMS team was in discussion regarding the next 10 services. That team had been fully funded. Integration started in Q1 and it was planned to be completed in Q3.
· It was noted that the Power BI project was “off track” at the moment due to a lack of resourcing which had prevented it from being up and running.  
· Recruitment was ongoing. However, there was competition with many others for similar resources. 

The Independent Member – University (IMU) commented that the update was helpful and the format was easy to read. The IMU queried if there was a better way to track the progress of projects.  

The DDT responded that she would prepare a presentation which included previous trends of projects. 

The Independent Member – Third Sector (IMTS) commented that it was good to see that progress was being made in many projects. The IMTS queried whether any of the projects that were going “off track” were critical.  

The DDT responded that everything on the Roadmap was important and was on the Roadmap for a reason. For example, Power BI was important because it put capability into the hands of colleagues and allowed them to serve up their own data. 

The DDT added that WIFI was hugely critical for many items referenced in the Roadmap, such as Welsh nursing care records to enable nursing staff to move away from paper.  The interoperability was also critical to progress digital maturity. 

The Director of Corporate Governance (DCG) noted that based upon the priorities that the DDT had raised, a number of those were “off track” due to resources. The DCG queried whether the lack of resources was covered in the business case in the Private session, and, if so, did the business case resolve the lack of resource.  

The Director of Digital & Health Intelligence (DDHI) responded that there was a combination of matters in relation to resources. There were some unfunded business cases and longstanding issues around investment. 

The Independent Member – Digital (IMD) commented that whilst it was good to see so many projects “on track”, where there were underlying issues with other projects those should be brought to the attention of the Board. 

The Committee Resolved that:

a)  The Digital Transformation Progress Report was noted. 
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	DHIC 04/10/008
	Digital Strategy - Update on Roadmap and Associated Funding

The Director of Digital Transformation (DDT) presented the Report and highlighted the following:

· The report explained where the Health Board was at in terms of digital maturity.
· At the DHIC meeting in June 2022, there was a discussion about 3 key pieces of work. That included the following:

· A new relationship with the organisation, building on the Digital Strategy core principle of co-production. 
· An enterprise architecture that would give the Health Board a blueprint for the changes and modernisation needed in the technology stack, including infrastructure, applications and data to meet the Health Board’s needs and aspirations. 
· EPR business case. 

· The Roadmap had been separated into strategic and tactical items. 
· The EPR could not be progressed at the moment in the desired way. There was still activity ongoing that contributed to the EPR business case. 
· It was noted that Digital Directors (all Wales) have made a commitment that all Health Boards would undertake a HIMMS EMRAM assessment on digital maturity in the next few months. 

2022/23 roadmap

· Several items had been completed. 
· In terms of EPR, the solution architecture had been completed. Enterprise architecture would be next. 
· PROMS had been noted as a strategic item because it was part of value-based healthcare. 

The Committee Resolved that:

a) The paper and presentation and recommendations for improvement were discussed and noted. 

	

































	DHIC 04/10/009
	IG Data & Compliance (SIs, Data Protection, GDPR, FOI, SARs, Staffing & Mandatory Training) 

The Head of Information Governance and Cyber Security (HIGCS) presented the Report and highlighted the following: 

· The Information Governance (IG) department continued to operate at stable but limited resources. 
· There were 5 whole time equivalents which was low for an organisation of this size. That continued to be addressed. 
· The IG team continued to review a large number of Health Board data incidents via the Datix system. 
· There had been a total of 257 information governance related incidents. 4 data breaches had met the threshold to be reported to the Information Commissioner’s Office (ICO). Details of those breaches would be outlined in the Private section of the Committee meeting.
· The average number of FOIs received during the last 12 months remained at 48 requests per month and an average compliance of 86%. That did not represent much of a change and was over the expectations for compliance. 
· As requested, since the last Committee meeting, the IG team had analysed the requests received. Out of the 53 requests received during July 2022, 22 (42%) were submitted by members of the public, 22 (42%) were submitted by the private sector (including solicitors), 7 (13%) by political parties and the remaining two requests (4%) by a journalist and a charity.
· Compliance for requests made for medical records had dropped beneath the 50% mark during the last three months. That was being addressed urgently by the digital front door. That would allow the Health Board to streamline requests and to understand where delays existed. A lot of the requests were currently paper based and could not be monitored properly. 
· It was noted that during July 2022, 57% of healthcare record requests came from solicitors on behalf of patients.19% were made directly by the patient and 9% were made by the police. 
· It was noted that the number of complaints received was low. The backlog was also relatively small. 

The IML queried how health care record requests could avoid being passed from department to department. 

The HIGCS responded that the requests received from patients were more direct and specific. However, requests received from solicitors had tended to use a more generic letter to allow any department to respond. 

The HIGCS added that no single department should be responsible for subject access requests. The new Digital front door that was being developed should make the process smoother. It would also allow crucial identity checks to be performed. Under the GDPR, requests could be made in any way so people could not be forced to use specific means. 

The IML queried whether communication regarding the Digital front door could go out via the Law Society’s Cardiff office.

The HIGCS responded that as part of their analysis, the IG team would identify which law firms were making the most requests. The success of that would come down to communication. 

The DCG queried the data breaches to the ICO. The DCG stated that only four breaches were reported for the whole of last year and there were now four reported in just one quarter of reporting. 

The HIGCS responded that he would go into more detail in the Private session. However, it was linked to the NIAS monitoring. There had been an increase in breaches which were considered reportable to the ICO. 

The Chief Executive Officer (CEO) queried those breaches where there had been inappropriate access to records by staff. The CEO queried whether the actions, such as communication and letters issued to staff, had improved the position.  

The HIGCS responded that it was a much better position and he would discuss this in the Private session. 

The DDT stated that part of the challenge was that information was being held in lots of different places. 

The IMTS stated that 57% of FOI requests were being made by solicitors. Law firms were commercial organisations and the process was free. The IMTS queried whether the scope could be tightened up and made narrower together with other Health Boards. 

The HIGCS responded that requests could be received by any means and the Health Board could not charge for it. The GDPR meant that requests could not be narrowed down. 

The Committee Resolved that:

a) A series of updates relating to significant Information Governance issues was received and noted. 

	


	DHIC 04/10/010





	Review on processes and systems for Data, Information Management Report 

The DDHI presented the Report and highlighted the following:

· This was part of the plan to move away from too much paper and towards more visual digital presentations of the work being done. 
· The local data repository was being used for Looked After Children assessments and to share information between the Health Board and local authorities. 
· A digital care region had been established. 
· It was noted that the Health Board did apply for digital priority investment money from WG to move this at pace but the application was not successful.   
· Another WG bid would be made in January 2023. 
· This had also been discussed with DHCW. 

The Head of Digital Operations (HDO) highlighted the following: 

Ivanti Service Management Background 

· The previous HEAT help desk had been replaced because of the end of support for adobe flash player, an old interface and limited functionality. 
· Instead the Health Board had opted to use an extension of the Ivanti product. 
· A cloud-based solution had been adopted.
· It was modular in design and would give flexibility on multiple devices. 

Highlights 

· 7 Digital and Health Intelligence departments had migrated to Ivanti. 
· Change management had started to be used. 
· A key benefit was that a new starters NADEX which had previously taken 1-3 days to set up, now took less than 5 minutes. 

Future / potential enhancements 

· Customisable reporting functionality via dedicated Ivanti Reporting Server was available. 
· Asset management had been extended beyond workstations to the Digital operations team. 
· A service desk mobile application launch was being looked into.
· The Digital team was in the adoption phase of the new service desk. A lot of the reports were generic reports which contained many fields that were not being used.
· It was noted that there were no fixed SLAs yet. The Digital team was looking to create more meaningful SLAs. 
· An Ivanti reporting server had been purchased. That allowed for reports to be more customised, using common query designer formats, and would give more flexibility going forward. 

The IMTS queried what the impact of the service desk was on users’ working lives and morale. 

The HDO responded that they have been trying to collect feedback of the service desk and the practical elements of using a Digital front door. 

The CEO commented that many teams would not have an idea about what the new Ivanti system could do. It would be useful to put out information on CAV Connects, such as positive user case studies. 

The HDO advised that the Digital team wanted people to report the problems and make it as easy as possible. 

The DDHI updated the Committee on the data to knowledge programme. The Health Board was about to start the partnership with Cardiff University to look at the data modelling capacity and capability. 

The IT Project Manager (IPM) updated the Committee on the MS Office 365 Programme. It was noted that since the last DHIC meeting, the Board and Finance Committee had approved the renewal of the all Wales Microsoft Enterprise Agreement. 

It was noted that the local and national teams had since coordinated to move all staff across to the new licencing model. The Board had also asked for feedback on the realisation of benefits through the agreement to ensure the organisation was seeing value from the expenditure.

In addition, the case for a permanent resource to support Office 365 specifically had been agreed. The 
six posts outlined would make up a core team supporting the adoption and utilisation of new features and functionality. Those posts were currently in recruitment, and the agency staff who had supported adoption for the last 2 years remained in place until the recruitment was completed.

The Committee Resolved that:

a) Progress against the workplan and the areas of exception which required further attention and consideration were noted. 
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	DHIC 04/10/011
	Information Governance Training, Communications and Engagement Plans Presentation

The DDHI highlighted the following to the Committee: 

· Information governance training was one of 13 training modules that staff were required to complete. It could be completed annually or on a 3-year cycle. 
· There was a struggle to reach the higher levels of compliance. 
· There was discussion about whether some modules could be prioritised over others. 
· The compliance rate across the Health Board was 66%. 
· There was a challenge on how to increase the information governance compliance rate. 
· The main challenge created by this was that as soon as a breach was reported to the ICO, the ICO would query what was the compliance rate. 

The HDO advised that a new SharePoint had been created to replace the aging intranet and to make it more readily accessible for staff. It allowed for videos to be imbedded into it. 

The DDHI stated that they would work with Comms to target low information governance levels. 

The IMU queried whether the mandatory training was a one size fits all training package or could it be adapted to different working groups within the organisation. 

The DDHI responded that it was a one size fits all and that could cause part of the problem. The modules were available on ESR. There were other ways to conduct the training which could be looked at. 
                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                 The Committee Resolved that:

a) Progress against the workplan and the areas of exception which required further attention and 
consideration was noted. 

	

	DHIC 04/10/012
	Framework Policies, Procedures & Controls 

The DDHI presented the Framework Policies, Procedures & Controls Paper. 

It was noted that the Information Governance and Cyber Security Department had identified two specific SOPs that were not included. Those had now been prioritised over the updating of existing long-standing policy 
documents.

Those SOPs included Cyber Incident Response and Patch and Vulnerability Management. 

It was noted that the DDHI had been notified of 28 policies that were out of date. The Digital team was currently working through those and they would be reflected in the next report. 

The Committee Resolved that:

a) Progress was noted and the verbal update at the Committee meeting was noted and received. 
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	DHIC 04/10/013
	Joint IMT & IG Corporate Risk Register 

The DDHI presented the Joint IMT and IG Corporate Risk Register Paper. 

It was noted that there was one risk at “red” which related to Cyber Security. Most of the risks on the Register had stayed the same. There were two to be removed from the Risk Register.

Two risks that were a “yellow” status had been reduced to zero. The DDHI proposed to remove these from the Risk Register because there had been mitigations. 

The Committee Resolved that:

a) Progress and updates to the Risk Register report were noted. 

	

	DHIC 04/10/014
	Clinical Coding Performance Data

The DDHI presented the Clinical Coding Performance Data Paper. 

The DDHI would speak with the CEO and Executive Medical Director about where clinical coding should sit within the Board’s Committees. It would be more suitable to sit within the QSE Committee. 

The HIGCS stated the clinical coding performance levels were above WG requirements but had remained low. 

The IMU stated that DHCW was due to audit clinical coding that month and asked whether it would place extra stress on an already understaffed team. 

The HIGCS responded that it would. However, clinical coding was only useful when it was complete and accurate. 

The Committee Resolved that:

a) The performance of the UHB’s Clinical Coding Department was noted. 
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	DHIC 04/10/015
	Policies 

No policies were presented to the Committee for approval. 

	

	DHIC 04/10/016
	Minutes: Digital Directors Peer Group

The Committee Resolved that:

a) The Minutes of the Digital Directors Peer Group of the meetings held on 7th March 2022 and 4th April 2022 were received and noted. 

	

	DHIC 04/10/0017
	Agenda for Private Digital & Health Intelligence Meeting

i. Minutes from the Private DHIC Meeting held in June 2022
ii. Digital Strategy Case for Investment Update
iii. Caldicott Report 
iv. Cyber Update  

	

	DHIC 04/10/018
	Any Other Business

No Other Business was discussed. 

	

	DHIC 04/10/019
	Items to bring to the attention of the Board / Committee

No Items were brought to the attention of the Board / Committee.

	

	
	Date & Time of next Meeting:

14 February 2023 via MS Teams
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