Public Audit Committee Meeting

Tue 06 September 2022, 09:30 - 13:00

Agenda

09:30-09:30 1, Welcome and Introductions

0 min

John Union

09:30-09:30 2, Apologies for Absence

0 min

John Union

09:30-09:30 3, Declarations of Interest

0 min

John Union

09:30-09:30 4, Minutes of the Committee meeting held on 5 July 2022

0 min
John Union

B 04 Draft Public Audit Minutes 5.7.22MD.NF.pdf (15 pages)

09:30-09:30 5, Action log following meeting held on 5 July 2022

0 min
John Union

Bj 05 Draft Public Action Log - SeptemberMD.NF.pdf (3 pages)

09:30-09:30 6. Any other urgent business: To agree any additional items of urgent
0 min
business that may need to be considered during the meeting

John Union

09:30-09:30 7, [tems for Review and Assurance

0 min

7.1. Internal Audit Progress Report

lan Virgil
Bj 7.1 Internal Audit Progress Report cover September 22.pdf (3 pages)
9505 B 7.1a Internal Audit Progress Report cover September 22.pdf (18 pages)
/09‘90)®
=
"0{)\%].2. IT Service Management Verbal Update
Q%%
‘o David Thomas
A

7.3. ChemocCare IT System — Verbal



David Thomas
Bj 7.3 Chemo Care System Final Report.pdf (23 pages)
7.4. Audit Wales Update to include:
Audit Wales
Bj 7.4 C&VUHB AC Update (September 2022).pdf (12 pages)
7.4.1. Audit of Accounts' Addendum Report

B 7.4a Audit of Accounts Addendum Report.pdf (16 pages)

7.4.2. Estates Follow Up Review

Bj 7.4b Estates Review Follow-up Report.pdf (19 pages)

7.5. Declarations of Interest, Gifts and Hospitality Report

Nicola Foreman

Bj 7.5 Declarations of Interest Gifts and Hospitality Tracking Report September 2022.pdf (4 pages)
Bj 7.5a - Declarations of Interest Register.pdf (5 pages)

7.6. Internal Audit Tracking Report

Nicola Foreman

B 7.6 Internal Audit Tracking Report - September 2022.pdf (4 pages)
B 7.6a Appendix 1- Internal Audit Tracker Sept 2022 v2.pdf (17 pages)
Bj 7.6b Appendix 2 - Internal Audit Summary Tables - September 2022.pdf (3 pages)

7.7. Audit Wales Tracking Report

Nicola Foreman

Bj 7.7 Audit Wales Tracking report covering report - Sept 2022 v2.pdf (3 pages)
Bj 7.7a- Appendix 1 - Audit Wales Tracking Report Summary Table - Sept 2022.pdf (1 pages)
Bi 7.7b - AW Tracker Sept 2022.pdf (10 pages)

7.8. Assurance Mapping
Nicola Foreman
Bj 7.8 Assurance Mapping Update.pdf (3 pages)
7.9. Regulatory Compliance Tracking Report

Nicola Foreman

B 7.9 Regulatory Compliance Tracking Report July 2022.pdf (4 pages)
B 7.9a Regulatory Tracker - September 2022.pdf (2 pages)

7.10. Procurement Compliance Report

Catherine Phillips Claire Salisbury
B 7.10 Procurement Compliance Report.pdf (7 pages)

7.11. Counter Fraud Progress Report

S Gareth Lavington
Oﬁ 7.11 Counter Fraud Progress Report.pdf (2 pages)

\)\79 11a CAV Period 2 - 2022 Progress Report.pdf (12 pages)



7.12. Procedure for Internal and External Tracking Reports Update

Nicola Foreman

Bj 7.12 Procedure for Internal and External Tracking Reports Updates.pdf (3 pages)

09:30-09:30 8, Items for Approval / Ratification

0 min

No Items

09:30-09:30 9, [tems for Information and Noting

0 min
9.1. Internal Audit reports for information:
lan Virgil
Bi 9.1 Internal Audit Reports for Information cover.pdf (2 pages)
9.1.1. Monitoring and Reporting of Staff Sickness Absence

Bj 9.1.1 Audit Report_Monitoring and Reporting of Staff Sickness Absence.pdf (14 pages)

9.1.2. Ultrasound Governance Follow-up (CD&T CB)

B 9.1.2 Internal Audit Follow Up Report_Ultrasound Governance.pdf (8 pages)

9.1.3. Integrated Medium Term Plan 2022 - 2025: Development Process

Bi 9.1.3aInternal Audit Report IMTP Development Process (002).pdf (13 pages)

9.1.4. Stock Management — Neuromodulation Service (Specialist Services CB)

B 9.1.4 Neuromodulation Stock-SS CB.pdf (15 pages)

9.1.5. Waste Management

B 9.1.5 Waste Management Audit Report.pdf (25 pages)
B 9.1.5a Cardiff UHB Waste Management Audit Report (final issued) doc.pdf (25 pages)

09:30-09:30 10. Agenda for Private Audit and Assurance Committee

0 min

John Union

10.1. Private Audit Minutes — 14 June 2022 and 5 July 2022
10.2. Counter Fraud Progress Report (Verbal)
10.3. Workforce and Organisational Development Compliance Report

%%, 10.4. Overpayment of Health Board Salaries (Verbal)

Oe'\s\
9;@0.5. Procurement Influenceable Spend Report and Improvements

%,

o



09:30-09:30 11, Any Other Business

0 min

John Union

09:30-09:30 12, Review and Final Closure

0 min

John Union

12.1. Items to be deferred to Board / Committee

12.2. Date, time and venue of the next Committee meeting:

Thursday 8 November 2022 at 9:30am via MS Teams

09:30-09:30 13, Declaration

0 min
John Union

To consider a resolution that representatives of the press and other members of the public be excluded from the remainder of
this meeting having regard to the confidential nature of the business to be transacted, publicity on which would be prejudicial to
the public interest [Section 1(2) Public Bodies (Admission to Meetings) Act 1960].
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Draft Minutes of the Public Audit & Assurance Committee Meeting
Held On 5 July 2022 at 9am

Via MS Teams
Chair:
John Union JU Independent Member for Finance
Present:
Mike Jones MJ Independent Member for Trade Union and
Committee Chair
Ceri Phillips CP UHB Vice Chair
David Edwards DE Independent Member for ICT and Committee
Vice Chair
In Attendance:
Nicola Foreman NF Director of Corporate Governance
Catherine Phillips CP Executive Director of Finance
Rachel Gidman RG Executive Director of People & Culture
lan Virgil % Head of Internal Audit
Wendy Wright-Davies | WW | Deputy Head of Internal Audit
Robert Mahoney RM Interim Deputy Director of Finance (Operational)
Gareth Lavington GL Lead Local Counter Fraud Specialist
Paul Rogers PR Interim Assistant Director for Therapies and
Health Science
Aaron Fowler AF Head of Risk and Regulation
Tim Davies TD Head of Corporate Business
Jonathan Pritchard JP Assistant Director of People Resourcing
Urvisha Perez UP Audit Wales
Observers:
Marcia Donovan MD Head of Corporate Governance
Secretariat
Sarah Mohamed SM Corporate Governance Officer
Apologies:
Fiona Jenkins FJ Executive Director for Therapies Health Science
Meriel Jenney MJ Executive Medical Director
Item No Agenda Item Action
AAC 5/7/22 | Welcome & Introduction
001
The Committee Chair (CC) welcomed everyone to the
meeting.
AAC 5/7/22 | Apologies for Absence
002
The Committee resolved that:
06{7% a) Apologies were noted.
"ol
)%? 5/7/22 | Declarations of Interest
)
“C;;,J The Committee resolved that:
S
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a) No Declarations of Interest were noted.

AAC 5/7/22 Minutes of the Meeting Held on 12t May 2022 and 14th
004 June 2022

The Minutes were received.
The Committee resolved that:
a) The draft minutes of the meetings held on the 12t May

2022 and 14t June 2022 were a true and accurate
record of the meetings.

AAC 5/7/22 Action Log — Following Meeting held on 14 June 2022

005

o AAC 22/5/4/007 — The update on the IT service
Management Report actions would be provided at the
September meeting.

o AAC 22/2/8/023 - Independent Members would meet
with Audit Wales and Internal Audit virtually in
September.

o AAC 5/4/22 010 — The high-level assurance map
would be presented at the September meeting.

o AAC 14/6/22 008 — would be added to the Action Log
for the September Committee meeting.

The Committee resolved that:

a) The Action Log was discussed and noted.

AAC 5/7/22 Any Other Urgent Business
006
The Committee resolved that:

a) No other urgent business was noted.

Items for Review and Assurance
AAC 5/7/22 Internal Audit Progress Report

007
lan Virgil (IV) presented the Internal Audit Progress Report (the
Report) and highlighted the following —
e The Report provided information on the delivery of the
22/23 plan.
e The report also discussed the remaining progress
reports from 21/22.
Section 2
e 4 audits had been finalised. They were from the 21/22
Oo%é plan and had fed into the Head of Internal Audit (HIA)
/05?@ Annual Opinion for 21/22.
0{)6;# e The table highlighted the outcome - 1 report received
0925 substantial assurance, 2 reports received reasonable
9.

assurance and 1 report received limited assurance.
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1 report in relation to waste management was still to be
completed.

Section 3

Against the 41 reviews scheduled for 22/23, 4 audits
were a work in progress and 6 were in the planning
stage.

The team were still in the early stages and the audits
would be progressed and finalised in due course.

Section 4

There have been changes to the timings for the
planned audits for 22/23.

Following a more detailed review of the availability of
Internal Audit resources and discussions with relevant
lead contacts, adjustments have since been proposed
to the planned timings for the following audits:

Medical & Dental Staff Bank — Moved from Q1 to Q2
Reporting of Covid Deaths — Moved from Q3 to Q2
Financial Plan / Reporting — Moved from Q2 to Q3
Performance Reporting — Moved from Q3 to Q4

Following discussions with management, there was
one audit that had been proposed in addition to the
progress plan for this year requested by Specialist
Services.

Internal Audit had been requested by the Clinical
Services Board to complete a report within their area.
Following discussions with the Medicine Clinical
Board, they would also like Internal Audit to focus on
the outsourcing of Endoscopy.

The Executive Director of Finance (EDF) commented that
Quality and Safety Governance had been invested in for two
years. It would be useful to see the outcome of the
investment within the Clinical Boards.

IV responded that within the 22/23 plan, there was a piece of
work looking at the quality and safety governance at a
Corporate level and a piece of work within the Medicine
Clinical Board.

IV added that he had a meeting with the END that week to
discuss the timings of that piece of work.

The Deputy Head of Internal Audit (DHIA) advised the
Committee on the following:

Internal Audit had looked through a sample of the
closed audits for 21/22. The outcome of the review
was in Appendix B of the Report.

11 of the sample were noted as complete.

3/15
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e |t was difficult to get an update on some reviews
because of a change in resource throughout the year.

o There were 3 recommendations that could not be fully
validated because information was outstanding.

e The exercise highlighted reasonable assurance.

The Committee Chair (CC) queried the 3 recommendations
that could not be validated.

The DHIA responded that they were included in Appendix B.
One was with Finance and the other two were in an area
where there had been a change in resource.

The Director of Corporate Governance (DCG) stated that they
would be opened and added back onto the Tracker.

The HIA advised that the exercise had highlighted that the
Audit Committee could be reasonably assured that the
progress information detailed within the Tracker for 21/22 was
accurate, although further efforts were required to obtain
complete assurance from management.

Section 6 — Final report summaries

a) Recovery of services and Delivery of the Annual Plan
21-22

e Substantial assurance was issued.

e The overall objective of the audit was to evaluate and
determine the adequacy of the systems and controls
in place within the Health Board in relation to
‘Recovery of Services and Delivery of the Annual Plan
21/22.

o Two priority recommendations were made. That
included

- The transparency of reprofiling recovery funding; and
- The timeliness of information contained within the
Board Assurance Framework.

e |t was noted that this was not a surprise to
management. They had been completed close to year
end and they already started to revise the
arrangements for 22-23.

b) Risk Management

e Reasonable assurance was issued.

e The purpose was to evaluate and determine the
adequacy of the systems and controls in place within
the Health Board in relation to the risk management
arrangements.

e |t was a key piece of work and had informed the HIA
opinion.

4/15
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e Greater efforts were required in the Clinical Boards
and the Corporate departments to enhance the risk
registers.

¢ Given the size of the Health Board, the tools available
for management to record that were not ideal.

e Risk registers sat within spreadsheets with limited
transparency.

e The Health Board hoped to move to the Once for
Wales Solution in 22/23. That would help move the
Health Board forward in terms of risk management
maturity.

The DCG advised that recording the risks on an Excel
spreadsheet was a good place to start. However, there were
a number of project management tools that could help with
risk management in the organisation.

The CC queried if the tools were already available to the
Health Board or would be developed.

The DCG responded that they were already available. The
risks were currently on an Excel spreadsheet and could not
be easily interrogated.

c) Performance Reporting (Data Quality)

o Reasonable assurance was given.

e The overall objective of the review was to evaluate
and determine the adequacy of the systems and
controls in place within the Health Board in relation to
Performance Reporting (Data Quality).

e Two medium priority recommendations were made
which required management attention. Both focused
on the robustness of systems and processes to
capture and validate the data within the Integrated
Performance Report, specifically the Balanced
Scorecard.

o The recommendations proposed, once implemented
would enhance the clarity and completeness of the
report.

The UHB VC stated that he did not see any comment in the
Report on the timeliness of the data.

The DHIA responded that the scope had related to the data
quality. Within the 22/23 plan they would review performance
reporting.

d) ChemoCare IT System

o Limited assurance was given.

e Neither the DDHI nor the IT Audit Manager could
attend to give an update on the actions.

e The purpose was to provide assurance that data held
within the Chemocare IT System was accurate,

5/15
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secure from unauthorised access and loss, and that
the system was used fully.

e 7 medium priorities and 1 key priority were
highlighted.

e The high priority recommendation related to the
database security.

e An action plan had been agreed by management to
approve the issues.

The DCG confirmed that the Director of Digital Health and
Intelligence (DDHI) had been invited to the September
meeting to give a detailed report.

The CC queried what stage of the 22/23 plan would the follow
up reports be brought.

The HIA responded that the majority were included in the
plan. This limited assurance report and the Nurse Bank report
were identified as limited assurance after the plan was
agreed. Additional time would need to be built into the plan.

The Committee resolved that:

a) The Internal Audit Progress Report, including the
findings and conclusions from the finalised individual
audit reports, were considered.

b) The proposed adjustments to the planned timings for
the identified 2022/23 audits were approved.

AAC 5/7/22 Temporary Staffing Department (Nurse Bank) Internal
008 Audit Report Update

The Executive Director of People & Culture (EDPC)
introduced the item and highlighted that she had requested
that Workforce and OD took over the temporary staff from
Director of Nursing. They had also requested an audit to be
completed. The results were disappointing but they wanted to
proactively get the actions in place.

The Assistant Director of People Resourcing (ADPR) advised
the Committee on the following:

3 recommendations were rated as a high priority.
1. Inadequate structure within the TSD (design)
e There was no deputy in place for the Senior Nurse.
The Professional Standard Nurse would also be

retiring soon.
e There would also be a lead for recruitment. That

Ogjgz would involve upgrading one of the existing staff.
%% e Alack of resilience in staff was noted and the inability
Oe;i;»% to undertake each other’s roles.
\909.
7
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e The function was changing, with the introduction of
the health roster, the focus would be to make it more
automated.

e The focus would also be on recruitment.

e The processes had also been reviewed and an
organisation chart had been set up to allow people to
cover each other.

2. Lack of resilience of the TSD (operation)

¢ It was evident that staff were not able to undertake
each other’s roles when one of the managers was
absent due to long term sickness last year.

¢ With the introduction of the health roster, the focus
was that there was an automated system where
wards could request shifts.

¢ Billing would also be done as self-billing on the ward.

e The focus was on recruitment in the Bank and to have
a range of professions.

o They were also implementing a rotation within the
department so that people could cover each other
when off.

3. Range of agency usage (operation)

e 36 agencies were being used.

e Meetings have taken place with several agencies to
see if they could provide supplied staff.

e Ideally, they would like to use less agencies and
increase staff on the Bank.

e However, it was useful to have a wide selection of
agencies to provide staff.

e The ADPR was keen to set up a good management
performance framework.

o The ADPR would also be introducing KPIs and
reporting on a monthly basis.

e The Healthcare Support Worker job adverts had
received 120 applications, of which 98 people were
interviewed and 65 people were appointed.

¢ Ideally, the aim was to get staff in place ready for the
Autumn and Winter pressures.

The Committee resolved that:

a) The contents of the report were noted.

AAC 5/7/22 IT Service Management Report DDHI
009
The Committee resolved that:
o
%
250 a) The Update would be brought back to the September
)Oe;%ﬁ meeting.
0%
",
70
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Audit Wales Update

Urvisha Perez (UV) presented the update and highlighted the
following:

e The Auditor General had certified the 21-22 Performancg
Report, Accountability Report, and Financial Statements
on 17 June 2022.

e The review of Quality Governance Arrangements was
completed.

o Appendix 3 showed work that was underway.

o The Orthopaedic Services Follow up audit and the
Review of Estates audit were in the draft stage. They
were aiming to present this to the September Audit
Committee Meeting.

e The field work for the Structured Assessments was
underway and interviews were taking place. Internal
Audit colleagues would also join in the interviews.

e Exhibit 5 highlighted recently published NHS national
reports.

Quality governance report

o The report looked at the Health Board governance
arrangements in relation to Quality Governance.

o The Health Board had effective arrangements to
monitor and track progress with complaints, where it
consistently achieved performance targets, and
arrangements to capture patient experience were
reasonably effective.

e The Health Board had a well-established values and
behaviour framework which was embedded in
workforce processes.

¢ Agendas for corporate and operational quality and
safety meetings provided a wide coverage of quality
and safety issues for discussion and there was
sufficient information for scrutiny and assurance at
both a Corporate and at Clinical Board levels and the
Health Board’s use of quality data was maturing.

¢ The agendas could be more dynamic to reflect new
and emerging risks and issues.

e 7 recommendations were made. The Health Board
Management response had also been included.

¢ UP thanked everyone at the Health Board for
supporting the review.

The CC queried whether the recommendations were on the
Tracker.

The DCG responded that the recommendations would be
added to the tracker after the meeting.

The Committee resolved that:

a) The Audit Wales Update was noted.

Audit
Wales

8/15
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AAC 5/7/22
010

Ultrasound Clinical Governance Position

The Interim Assistant Director of Therapies and Health
Science (IADTHS) presented the paper and highlighted the
following:

o The Ultrasound Governance Arrangement audit had
received ‘Limited Assurance’.

e Since then they have set up the Ultrasound Clinical
Governance Group.

o Terms of Reference for that Group had also been
written. That would provide assurance regarding
proper communication pathways and reporting maps.

o Alot of work had been undertaken in relation to the
membership of the Ultrasound Group.

e The policies and procedures had also been updated
and were now published under “U” of the policies
webpage instead of under “T” on the Health Board
website.

e An abridged version of policies and procedures had
been completed and that would be shared with
Members.

e The aim was to have the Ultrasound Clinical
Governance meetings prior to the medical equipment
meetings.

e There were a few outstanding actions regarding
training. The team was putting together a training
pack in relation to Ultrasound use which would be
uploaded onto ESR in 6 to 12 months’ time.

o The team was also working on an electronic audit
tracker to improve governance and audit the quality of
ultrasound images.

WW commented that in the 22/23 Internal Audit Plan there
was a follow up to the Ultrasound limited assurance report.

The EDPC queried the six months wait for ESR and whether
that was due to an internal or external issue.

The IADTHS would get confirmation and contact the EDPC
offline.

The Committee resolved that:

a) The actions being taken (as set out in this report) to
address the recommendations made by Internal Audit
in the Ultrasound Governance audit report dated
August 2021 were noted.

IADTHS

IADTHS

AAC 5/7/22

Declarations of Interest, Gifts and Hospitality Report

The Head of Risk and Regulation (HRR) presented the report
and highlighted the following:

9/291
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e The report set out where the Health Board was in terms
of compliance, standards of behaviour and procedures.

e There was an 11.2% increase in declarations of interest
submissions since the April Committee.

o 77.7% of staff at Band 8 and above had declared an
interest.
That included:

- 97.33% of Declarations received are rated Green (328
Declarations).

- 2.66% of Declarations received are rated Orange (8
Declarations).

- 0.01% of Declarations are rated Red (1 Declaration).1
interest declared as red.

e The HRR gave assurance around the 1 interest that
was declared as red and stated that there was
continuing dialogue with colleagues.

o The team continued to work with colleagues from
Communications to ensure regular contact and to
keep staff engaged in the process.

¢ An email had been issued last week as part of “Staff
Connects”. Another drop-in session for staff was
proposed for later in the year.

e Overall it showed a positive trend and more staff had
declared interests through ESR.

The CC queried how often were updates seen.

The HRR responded that this was part of the communication.
Twice a year staff were reminded to update their declarations
when there was a material change. There were instances of
duplications but these could be fished out.

The Independent Member for Trade Union (IMTU) queried
whether a senior management staff member at Band 8 and
upwards who retired and returned to work needed to declare
again.

The HRR responded that they would.

The DCG stated that it was built into the policy. If there were
any change in a staff member’s circumstances they would
need to let the Risk and Regulation Team know.

The Committee resolved that:

a) The ongoing work being undertaken within Standards
of Behaviour was noted.

b) The Declarations of Interest, Gifts, Hospitality &
Sponsorship Register was approved.

< Q
WAL 5/7/22
0127
%

R

Internal Audit Tracking Report

The HRR presented the report and highlighted the following:

10/15
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e The Regulation and Risk Team had continued to have
regular meetings with Internal Audit to discuss the
process.

e There had been an increase in 7 recorded entries that
month.

e 37 were added in the April update.

e The overall number of outstanding recommendations
had increased from 84 individual recommendations to
91 during the period April 2022 to July 2022.

e The change could be attributed to the following:

- 14 entries reported as complete at the April
Committee were removed from the Tracker

- 16 Entries related to the Advisory IM&T Control and
Risk Assessment Audit had been removed from the
Tracker to be monitored offline.

- At the time of reporting all 16 advisory
recommendations remained recorded as partially
complete.

- Afurther 37 entries had been added to the Tracker
since April 2022.

- Of the 91 recommendations listed within the Tracker,
25 were recorded as completed, 56 were listed as
partially complete and 10 were listed as having no
action taken or reported since the April Committee
meeting.

Following discussions with Internal Audit, the Team would
focus on the entries that had been on the Tracker for a while.

The CC stated it would be useful to know the status of the
recommendations from March 2020 to understand why they
were outstanding.

IV responded that there had been really good work
undertaken to develop the Tracker in relation to accuracy and
information and the next step would be how the Committees
could use this information.

The DCG stated that there was no formal tracking in place
when she first started with the Health Board and it was
therefore agreed to look back during the past 3 years.

The Committee resolved that:

a) The tracking report for tracking audit
recommendations made by Internal Audit was noted.

b) The progress which had been made since the
previous Audit and Assurance Committee Meeting in
April 2022 was noted.

AAC 5/7/22

09%
%.

R

Audit Wales Tracking Report

The HRR presented the report and highlighted the following:

11
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e 20 entries were recorded on the Tracker at present.

e Of the 20 recommendations recorded on the Tracker, 3

were recorded as complete, the remaining 17 were
recorded as partially complete.

e 5 were overdue.

¢ Audit Wales continued to meet with recommendation
owners.

e The team would focus on the older entries.

The Committee resolved that:

a) The progress which had been made in relation to the
completion of Audit Wales recommendations was
noted.

b) The continuing development of the Audit Wales
Recommendation Tracker was noted.

AAC 5/7/22
014

Regulatory Compliance Tracking Report
The HRR presented the report and highlighted the following:

e There were growing recommendations from legislative
bodies and Welsh Government.

o Welsh Health Circular (WHC) updates were regularly
provided at ME. The next update would be shared on
Monday.

e Since the report had been prepared there have been
2 additional WHCs that had been circulated.

e Following April's Committee Meeting a total of 2
completed entries were removed from the register.

o A further 3 entries have been reported as complete
since April's meeting and were recorded on the
attached Tracker.

The EDF commented that she was working with the EDPC in
relation to Capital, Estate and Facilities. That was mainly for
the Health and Safety Committee and may filter its way onto
this tracker.

The DCG stated individual recommendations needed to be
tracked.

The Committee resolved that:

a) The assurance provided by the Regulatory Tracker
and the confirmation of progress made against
recommendations was approved.

b) The continuing development of the Legislative and
Regulatory Compliance was noted.

AAC 5/7/22

015
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Review Risk Management

The DCG presented the report and highlighted the following:

12/15
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e The report looked at the requirements of the Standing
Orders to review the Risk Management Policy and
Strategy on an annual basis.

¢ No changes were required to the Strategy and
procedure, although the processes should be DCG
tightened.

e The Risk Management Review was scheduled to go
to Board at the end of July to state no changes were
made to the Strategy and procedure.

The Committee resolved that:

a) The contents of this Risk Management Review update
were noted.

b) Assurance that the Health Board’s Risk Management
processes and procedures had received Reasonable
Assurance from Internal Audit, was received.

c) Agreed that the Health Board’s Risk Management and
Board Assurance Framework Strategy and Risk
Management Procedure (with supporting Risk
Assessment and Risk Register) did not, at the time of
the Committee meeting, require updating.

AAC 5/7/22 Procurement Compliance Report - Single Tender Actions
016
The EDF presented the report and highlighted the following:

¢ It was the standard compliance report which detailed
breaches of the procurement policy.

o A more detailed report on the improvement work EDE
being undertaken would be presented to the
Committee at its September meeting.

The Committee resolved that:
a) The contents of the Report were noted.
b) The contents of the Report were approved.
AAC 5/7/22 Counter Fraud Progress Report
017
The Lead Local Counter Fraud Specialist (LCFS) presented
the Report and highlighted the following:

o Up to 85 days of Counter Fraud work had been
completed.

e Counter Fraud had very little presence digitally within
the Health Board.

¢ The team had managed to create a fit for purpose site
that was available on SharePoint.

0;7% ¢ An e-learning package was being developed and the
/05?@ aim was to have it completed in the next quarter.
RN e 4 fraud alerts had been issued.
0’?? e 1 awareness session was delivered within the Child
Q'z& Health department. The team would continue to
deliver more sessions.
13
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e The team had published a fraud newsletter which was
included in Appendix 4.

o A new referral line had been set up and 17 referrals
had been received so far, of which 8 had been
informally resolved, 5 had been promoted to
investigation and 4 remained open.

e 9 were open at the start of the year and 7 had been
closed. One referral had led to criminal conviction.

The CC queried whether the volume was getting lower in
terms of ongoing cases.

The LCFS responded that the team had been trying to
develop the infrastructure and open as many referrals as
possible.

The Committee resolved that:

a) The contents of the report were noted.

Items for Approval / Ratification

AAC 5/7/22 Draft Management of Policies, Procedures and
018 Other Written Control Documents Policy

The Head of Corporate Business (HCB) presented the
report and highlighted the following:

e The Corporate Governance department had a
responsibility to coordinate and control the
production of the publication and archiving of
policies and controlled documents.

e There were two documents that provide
mechanisms for that.

- UHB 001 which was the policy on policies and
- UHB 242 which was the more detailed
procedure.

e Both documents were due for a bi-annual
review. UHB 001 required minor amendments.
UHB 242 did have some changes to provide a
clearer definition of the type of control
documents to be used in Health Board.

The Committee resolved that:

a) The adoption of the amendments to UHB 001
(Management of Policies, Procedure and other
Written Control Documents Policy) and UHB 242
(Written Control Documents — Development and
Approval Procedure) was approved.

Q
\Q
@n&“k

@
"AAC 5/7/22 Internal Audit reports for information:
0197
'OS?.J (i Recovery of services and Delivery of the Annual Plg
5 2021 — 2022 Final Report — Substantial Assurance
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(i) Risk Management Final Internal Audit Report —
Reasonable assurance
(iii) Performance Reporting (Data Quality) Final Report -
Reasonable Assurance
(iv) ChemoCare IT System Final Report — Limited
Assurance
AAC 5/7/22 Agenda for Private Audit and Assurance Committee
020
i.  Counter Fraud Progress Report (Verbal)
i.  Workforce and Organisational Development Complianc
Report
AAC 5/7/22 Any Other Business
021
No Other Business was discussed.
Review and Final Closure
AAC 5/7/22 Items to be deferred to Board / Committee
022
No items were deferred to Board / Committees.
Date and time of next committee meeting
Tuesday 6 September 2022 at 9am via MS Teams
%%,
0\9/376
Ov);)\%/\
%%
Q.
70
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Public Action Log
Following Audit & Assurance Committee Meeting
5t July 2022
(For the Meeting 6 September 2022)

REF SUBJECT AGREED ACTIONS | LEAD DATE | STATUS/COMMENTS
Completed Actions

Actions in Progress

AAC 22/5/4/007 IT Service Management | David Thomas to provide an update on the David Thomas | 6/9/2022 Update on 6 September 2022
Report IT service Management Report actions.
On September agenda —item 7.2

AAC 22/2/8/023 Meeting with Audit Independent Members to meet with Audit Nicola 6/9/2022 Update on 6 September 2022
Wales Wales virtually. Foreman
Meeting between the Committee
IMs and Audit Wales scheduled to
take place before Audit meeting
starting in September.

AAC 22/2/8/009 Audit Wales Report: Nicola Foreman to agree timescales with Nicola 30/09/2022 | Update by 30 September 2022
Taking Care of the Rachel Gidman and Claire Whiles regarding | Foreman
Carers’ —Management | when to take the recommendations off the These will be removed at the end of
Response Tracker. September after a final check with

the EDPC.
0:7%
AAC 2%&&5/013 Procurement Audit Procurement will complete a deep dive Claire 6/9/2022 Update on 6 September 2022
0*’3;% Influenceable Spend analysis on the potential opportunities to Salisbury/Cath
%i Report increase procurement influence within non- | erine Phillips On September agenda — item 7.10
7

_:
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pay expenditure and return to the Audit
Committee in September 2022 with a
further update.

AAC 22/5/4/013 Procurement Audit The Procurement team could look at Claire Salisbury | 6/9/2022 Update on 6 September 2022
Influenceable Spend whether the Primary Care spend could be
Report influenced. On September agenda — item 7.10
AAC5/4/22 010 Review System of A high- level assurance map to be provided | Nicola 6/9/2022 Update on 6 September 2022
Assurance to Board. Foreman
On September agenda — item 7.8
AAC 14/6/22 008 | Audit Wales ISO 260 A follow up report would go to the Audit Wales 6/9/2022 Update on 6 September 2022
Report September meeting.
On September agenda —item 7.4
(Audit of Accounts” Addendum
Report)
AAC5/7/22 009 The Estates Review Aiming to present these in September Audit Wales 6/9/2022 Update on 6 September 2022
audit meeting.
On September agenda — item 7.4
(Estates Follow up Review)
AAC 5/7/22 009 The Orthopaedic Aiming to present these in September Audit Wales 6/9/2022 Update on 6 September 2022.
Services: Follow up meeting.
A quick progress update will be
included in the Audit Wales Update
report to September’s Committee
(agenda item 7.4), with the full
Orthopaedic Services Follow Up
report to be presented to the
%, Committee at a later date.
0\9/;))6)0
0{)\%%
V*o; Actions referred to Board / Committees
74

2/3

CARING FOR PEOPLE

KEEPING PEOPLE WELL

<A

3'

2

- ee————

G IG Bwrdd lechyd Prifysgol
Caerdydd a‘r Fro

NHS Cardiff and Vvale
University Health Board

17/291



AAC 5/4/22 010 Review System of A high- level assurance map to be provided Nicola 29/9/2022
Assurance to Board. Foreman An update to be shared at the Board
meeting in September 2022.
AAC 5/7/22 015 | Risk Management An update report relating to the Risk Nicola 28/7/2022 Completed
Review Management Review is scheduled to go to Foreman
Board in July 2022. This Matter was considered and
agreed by Board at its July meeting.

%
0\9/:)))@(7
Ov);)\%/\
%%
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_ _ Agenda Item
Report Title: Internal Audit Progress Report no. 7.1
Meeting: Audit & Assurance Pgbllc bl Meeting 06/09/22
Committee Private
Assurance bl Approval Information
please tick one only):
Lead Executive: Director of Corporate Governance

Ffl_?tﬁ)gr_t Aingy Head of Internal Audit

Main Report
Background and current situation:

The NHS Wales Shared Services Partnership (NWSSP) Audit and Assurance Service provides an
Internal Audit service to the Cardiff and Vale University Health Board.

The work undertaken by Internal Audit is in accordance with its annual plan, which is prepared
following a detailed planning process, including consultation with the Executive Directors, and is
subject to Audit Committee approval. The plan sets out the program of work for the year ahead as well
as describing how we deliver that work in accordance with professional standards and the engagement
process established with the UHB.

The 2022/23 plan was formally approved by the Audit Committee at its April 22 meeting.
The progress report provides the Audit Committee with information regarding the progress of Internal
Audit work in accordance with the agreed plan; including details and outcomes of reports finalised

since the previous meeting of the committee and proposed amendments to the plan.

Appendix A of the progress report sets out the Internal Audit plan as agreed by the committee,
including commentary as to progress with the delivery of assignments.

Executive Director Opinion and Key Issues to bring to the attention of the Board/Committee:
The progress report highlights the conclusions and assurance ratings for audits finalised in the current
period.

The Waste Management report from the 2021/22 plan has now been finalised. Although this report
was not finalised in time for submission to the May Committee, the outcome was included within the
Head of Internal Audit Opinion and Annual Report for 2021/22.

The following reports from the 2022/23 plan have been finalized since the July 22 meeting:
Integrated Medium Term Plan 2022-2025: Development Process — Substantial Assurance
Monitoring and Reporting of Staff Sickness Absence — Reasonable Assurance

Follow-up: Ultrasound Governance — Reasonable Assurance

Stock Management — Neuromodulation Service (Specialist Services CB) - Reasonable
Assurance

The progress report also includes details of proposed additions to the 2022/23 plan and
amendments to the planned timings for a number of audits.

Recommendation:

%%
The Afﬁ%’(%\ Assurance Committee are requested to:
?i) N
. Consid@fo’fhe Internal Audit Progress Report, including the findings and conclusions from the
finalised individual audit reports.
e Approve the proposed additions and adjustments to the planned timings for the identified
2022/23 audits.

1/3 19/291
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Link to Strategic Objectives of Shaping our Future Wellbeing:

Please tick as relevant

1. Reduce health inequalities 6. Have a planned care system where
demand and capacity are in balance
2. Deliver outcomes that matter to 7. Be agreat place to work and learn
people
3. All take responsibility for improving 8. Work better together with partners to
our health and wellbeing deliver care and support across care

sectors, making best use of our people
and technology

4. Offer services that deliver the 9. Reduce harm, waste and variation
population health our citizens are sustainably making best use of the
entitled to expect resources available to us

5. Have an unplanned (emergency) 10. Excel at teaching, research, innovation
care system that provides the right and improvement and provide an

care, in the right place, first time environment where innovation thrives

Five Ways of Working (Sustainable Development Principles) considered
Please tick as relevant

Prevention I. Integration . Collaboration .

Impact Assessment:
Please state yes or no for each category. If yes please provide further details.

Risk: Yes/No

The progress report provides the Committee with a level of assurance around the management of a
series of risks covered within the specific audit assignments delivered as part of the Internal Audit
Plan. The report also provides information regarding the areas requiring improvement and assigned
assurance ratings.

Safety: Yes/No

Financial: Yes/No

Workforce: Yes/No

Legal: Yes/No

Reputational: Yes/No

Socio Economic: Yes/No

Equality and Health: Yes/No

0;7%
o0,

DecarbGhigation: Yes/No
k.
T)05>.°>’5
4

A rovaI/Scruin Route:

Committee/Group/Exec | Date:
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Cardiff and Vale University Health Board

Internal Audit Progress Report

Audit & Assurance Committee September
2022

NWSSP Audit and Assurance Services
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Internal Audit Progress Report

September 2022
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Internal Audit Progress Report September 2022

Introduction

This progress report provides the Audit & Assurance Committee with the current
position regarding the work to be undertaken by the Audit & Assurance Service as part
of the delivery of the approved 2022/23 Internal Audit plan.

The report includes details of the progress made to date against individual
assignments, outcomes and findings from the reviews, along with details regarding
the delivery of the plan and any required updates.

The plan for 2022/23 was agreed by the Audit & Assurance Committee in April 2022
and is delivered as part of the arrangements established for the NHS Wales Shared
Service Partnership - Audit and Assurance Services.

Assignments with Delayed Delivery

The assignments noted in the table below are those which had been planned to be
reported to the September Audit Committee but have not met that deadline.

. Current Draft
Audit e s - Reason
Position Rating
Delay in agreeing brief and
> Steps to Safer Surgery WiP availability of Internal Audit
Follow-up resource.
Uptake of National IT wip Delay in obtainil_'lg information
Systems from the operational lead.

Outcomes from Completed Audit Reviews

A total of five audit reports from the 2021/22 plan were not finalised in time for
submission to the Audit Committee in May 22, although the outcomes were included
within the Head of Internal Audit Opinion and Annual Report for 2021/22. Four of these
were reported to the July meeting and the last, the audit of Waste Management, has
now also been finalised, as detailed in the table below.

Four assignments from the 2022/23 plan have been finalised since the previous
meeting of the committee and are highlighted in the table below along with the
allocated assurance ratings.

The Executive Summaries from the final reports are provided in Section six. The full
reports are included separately within the Audit Committee agenda for information.

NWSSP Audit and Assurance Services 3
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September 2022

FINALISED AUDIT REPORTS
(2021/22 Opinion)

ASSURANCE RATING

Waste Management

Reasonable

F/a

FINALISED AUDIT REPORTS
(2022/23 Opinion)

ASSURANCE RATING

Integrated Medium Term Plan 2022-2025:

Stock Management — Neuromodulation Service
(Specialist Services CB)

Development Process Substantial [ 4 c‘;"%

Monitoring and Reporting of Staff Sickness Absence

Follow-up: Ultrasound Governance Reasonable # /‘
/

4. Delivery of the 2022/23 Internal Audit Plan

There are a total of 45 reviews within the 2022/23 Internal Audit Plan (including the
proposed additions highlighted within section 5 below), and overall progress is

summarised below.

o I -

0 10 20 30

50

M Final/Complete Draft Work in progress M At planning stage M Not started

From the illustration above it can be seen that three audits have been finalised since

the Committee met last.

In addition, there are thirteen audits that are currently work in progress with a further

twelve at the planning stage.

Full details of the current year’s audit plan along with progress with delivery and
commentary against individual assignments regarding their status is included at

Appendix A.

0/5

Opl%i’t)n
9
e

2, Appendix A also includes details of the three audits from the 2021/22 plan that had
/Q%Qt been sufficiently progressed to be included within the Head of Internal Audit
E‘)ﬁ‘uglon for 2021/22. The outcomes from these audits will feed into the 2022/23

NWSSP Audit and Assurance Services
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Changes to the 2022/23 Plan

Three follow-up audits have been proposed for addition to the 22/23 plan, as the
original audits were completed with Limited assurance after the plan was agreed:

e ChemoCare IT System Follow-up;
e Network & Information Systems (NIS) Directive Follow-up; and
¢ Nurse Bank (Temporary Staffing Department) Follow-up.

It is also noted for completeness that the audit of Stock Management within the
Neuromodulation Service was added to the plan following agreement by the
Committee at the May 22 meeting.

Adjustments have been proposed to the planned timings for the following audits:

e Assurance Mapping - Move from Q1 to Q2 following agreement to complete the
audit in 2 parts;

e Charitable Funds - Move from Q3 to Q2 to avoid overlap with Audit Wales work;
e Core Financials - Move from Q4 to Q2 due to availability of IA resource;

e Clinical Audit Follow-up - Move from Q2 to Q4 at request of Asst Dir of Nursing;
and

e Management of Locum Junior Doctors (Women & Children’s CB) - Move from Q3
to Q4 to allow for Internal Audit resourcing.

The following audits have been identified for completion during 2022/23 as part of the
work around the Development of Integrated Audit Plans:

¢ Development of Genomics Partnership Wales;
¢ University Hospital Llandough - Endoscopy Unit Development; and
e University Hospital Llandough — Engineering Infrastructure.

The Committee will receive the final reports to provide assurance on the developments
and the outcomes will feed into the Head of Internal Audit opinion for the year.
However, the audits have been commissioned in accordance with the agreed Audit
Plans provided within the approved Business Justification Cases for the projects.

NWSSP Audit and Assurance Services 5
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6. Final Report Summaries

6.1 Waste Management

Purpose

The audit was undertaken to assess the Report Classification
UHB’s compliance with relevant waste
management legislation and guidance,
and progress towards agreed national and
local waste reduction targets. Reasonable Some matters require
management attention in control

/.'f( design or compliance.
. i.l'll ‘

Overview

Reasonable assurance has been issued in

this area. Low to moderate impact on
A number of areas of good practice were residual risk exposure until
evidenced during the audit, noting resolved.

particularly the development and
implementation of an internal audit

management system for the planning, Assurance Summaryl
delivering, and monitoring of a range of

estates compliance audits, including Assurance objectives Assurance
waste.
The significant challenges faced by 1 Policy & Procedures Reasonable
Estates & Facilities in the last two years in
responding to the Covid pandemic are 2 Governance & Management Reasonable
recognised (e.g., increased volumes of
clinical waste from testing centres). 3 Contractual Arrangements Reasonable
The matters requiring management ] )
attention include: 4 Operational Practice Reasonable
e the need to review and update the . ]

existing waste management policy and 2 Monitoring & Reporting Reasonable

associated procedural guidance;

e the preparation of a training needs
assessments:

e the need to address operational issues
identified at site testing, particularly the
adequacy of bin signage and cleanliness
of site compounds; and

e Other recommendations are within the
detail of the report;

Positive action in addressing the matters

arising was being demonstrated at the

time of the issue of this final report.

The objectives and associated assurance ratings are not necessarily
given equal weighting when formulating the overall audit opinion.

Assurance Control Recommendation
Key Matters Arlsmg Objective DeS|gn_or Priority
Operation
Policy = &  Procedures should be 1 Design .
Ogg’i% appropriately updated IS
3 v>0<>(?\-‘,‘@Bisk escalation processes should be 2 Design Medium
Oﬂéfined (actioned since audit fieldwork)
<2
7o
NWSSP Audit and Assurance Services 6
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4 Training requirements should be needs 2 Design Medium
focussed (actioned since audit fieldwork)
Key Performance Indicators should be 3 Design .

5 . Medium
applied to contractual arrangements
Operational issues should be effectively 4 Operation

6 addressed including enhanced signage Medium

and waste storage within main yards

6.2 Integrated Medium Term Plan 2022-2025: Development Process

Purpose

The overall objective of this audit was
to evaluate and determine the
adequacy of the systems and controls
in place within the Health Board in
relation to the ‘Integrated Medium
Term Plan 2022 - 2025 Development
Process’.

Overview

We have issued substantial assurance
on this area.

The Health Board’s Integrated Medium
Term Plan aligns with the requirements
of the NHS Wales Planning Framework
2022 - 2025. The initial deadline for
submission to Welsh Government by 31
March 2022 was achieved, but
subsequent actions were required as a
result of the financial deficit
underpinning the Plan.

The Health Board has good governance
arrangements in place to oversee the
development of the Integrated Medium
Term Plan, although we have made a
medium priority recommendation to
enhance accessibility and transparency.

We have made two further low priority
recommendations / advisory points
which are in the detail of the report.

Report Classification

Trend
Substantial  gew matters require <:>
attention and are Annual
‘ % compliance or advisory in Planning
o nature. Process
Low impact on residual 23?42;/22
isk exposure.
ri Xposur 2021)
Assurance summary:
Assurance objectives Assurance
Appropriate governance
1 arrangements are in place. Rezmenl
> Lessons Iear_nt are identified as part Substantial
of the planning cycle.
The planning process is aligned to
3 the NHS Wales Planning Framework Substantial

2022 - 2025.

The objectives and associated assurance ratings are not necessarily
given equal weighting when formulating the overall audit opinion.

Control Recommendation
Key Matters Arising Objective  Design or Priority
. Operation
Q. 0,5 L sps
(O % Accessibility and transparency of governance 1 Operation Medium
“oSo arrangements
«é N
O
%,
R

NWSSP Audit and Assurance Services
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6.3 Monitoring and Reporting of Staff Sickness Absence

Purpose

The overall objective of the review was
to evaluate and determine the
adequacy of the systems and controls
in place within the Health Board in
relation to Monitoring and Reporting of
Staff Sickness Absence.

Overview

We have issued reasonable assurance
on this area.

We have made two medium priority
recommendations, which look ahead,
to support the Health Board’s recovery
from the pandemic. We have
suggested that reporting on sickness
absence within the Clinical Boards and
Corporate Departments looks beyond
the high level sickness rates, and
provides greater analysis of sickness
absence.

In response to the pandemic the role of
the HR Advisors has moved away from
traditional relationships focused within
the Clinical Boards, to locating to
specialist teams such as the Managing
Attendance at Work Team. There is
opportunity to clarify the People and
Culture Operating Model with regards
to roles and responsibilities for
sickness absence.

A further low priority recommendation
is within the detail of the report.

Key Matters Arising

Report Opinion

Reasonable .
Some matters require management

attention in control design or compliance.

4
A
' .:i ‘ Low to moderate impact on residual risk
exposure until resolved.

Assurance summary:

Objectives Assurance

Review and reporting of staff sickness
1 absence rates at a Health Board wide @ Substantial
level

Systems and processes in place to
review and report on Clinical Boards
and Corporate Departments sickness
absence

Reasonable

Appropriate actions are put in place to
further analyse and support poor
3 performing areas identified through the Reasonable
review and reporting of sickness
absence

The Board Assurance Framework
4 adequately highlights the risk of staff | Substantial
sickness

The objectives and associated assurance ratings are not necessarily
given equal weighting when formulating the overall audit opinion.

Control Design Recommendation

Objective or Operation Priority

Enhanced reporting of sickness
absence within the Clinical Boards

2 Design Medium

Clarification of roles and
responsibilities

2 Design Medium

NWSSP Audit and Assurance Services 8
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6.4 Follow-up: Ultrasound Governance

Purpose

The overall objective of this audit was
to provide the Health Board with
assurance regarding the
implementation of the agreed
management actions from the
Ultrasound Governance (CVU 2122-
27) review that was reported as part of
our 2021/22 work programme, which
provided ‘Limited’ assurance.

Overview of findings

Management have made good
progress in addressing the
recommendations, and the
management actions detailed in the
initial Final Internal Audit Report.

The two high priority
recommendations raised are now
complete, and moves the overall rating
from a ‘Limited” to ‘Reasonable’
Assurance, given the mitigation in risk.

Of the five recommendations made,
only one medium priority remains
incomplete and is work in progress.
Whilst we were able to evidence
progress of recommendation two being
taken forward, the recommendation
remains at medium priority, given the
importance of the exercise to provide
complete assurance to the Executive
Director of Therapies and Health
Science. The recommendation will
remain on the Audit Committee’s
Tracker of Internal Audit
Recommendations until fully complete.

Follow-up Report Classification

Trend
Reasonable | Follow up: All high priority
/ recommendations
' / ‘ implemented and progress on
o the medium and low priority
recommendations.
Progress Summary
Previous Current
Previous Matters Arising Priority Priority
Rating Rating
Lack of communication of
1 the revised Policy and High Complete
Procedure
2 Absence of Clinical Board Medium Medium
assurance
Design and feedback of the
3 Ultrasound Risk Medium Complete
Management Procedure
4 Ultrasound governance Complete
arrangements
5 Roles and responsibilities Medium Complete

outlined by procedure

NWSSP Audit and Assurance Services
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6.5 Stock Management - Neuromodulation Service (Specialist Services CB)

Purpose

The overall objective of the audit was to
evaluate and determine the adequacy of
the systems and controls in place within
the Neurosciences Directorate in
relation to neuromodulation equipment
stock management.

Overview

We have issued reasonable assurance
on this area.

The outcome of our review builds on the
improvements instigated by
management, working with finance, to
strengthen the stock management
arrangements within the Neurosciences
Directorate.

We have made recommendations under
each of the five objectives of our review,
the most notable, is a high priority
recommendation to address missing
stock, to the value of £75,000.

At the time of closing our audit
fieldwork, the stock remained
unaccounted for. The implementation of
the recommendations from this review
will strengthen the control environment,
which should mitigate the risk of future
financial losses due to missing stock.

Report Opinion

Reasonable gome  matters require management

attention in control design or compliance.

£/
£/ Low to moderate impact on residual

risk exposure until resolved.

Assurance summary:

Objectives Assurance
1 Neuromodulation stock procedures Reasonable
2 Security and accessibility of stock Reasonable
3 Stock records and reconciliations Reasonable
4 Ordering and receipt of stock Reasonable
5 Management information of stock Limited

1The objectives and associated assurance ratings are not necessarily
given equal weighting when formulating the overall audit opinion.

control Recommendation
Key Matters Arising Objective  Design or Brioit
; y
Operation
1 Standard Operating Procedures 1 Design Medium
2 Storage and Security of Stock 2 Operation Medium
3 Outcome of June 2022 Stock Count 3 Operation Medium
4 Goods Receipting Process 4 Operation Medium
5 Missing Stock 5 Operation
%,
0\9/3)®
%
O

NWSSP Audit and Assurance Services
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ASSIGNMENT STATUS SCHEDULE

Planned output.

2021/22 Plan
Monitoring and Reporting of Staff

Exec Director
Lead

Adj
Qtr

Current Status

Assurance

Rating

Planned /

Actual

Commiittee

Sickness Absence People & Culture Final Reasonable September
Capital Systems Management Finance Work In Progress November
Post Contract Audit of DHH Costs Finance Work In Progress November
2022/23 Plan
IMTP 2022-25: Development Process 37 Strategic Planning Q1 Final Substantial September
Follow-up: Ultrasound Governance 26 Theraglceizni:ealth Q1 Final Reasonable September
Stock Management - Neuromodulation .
Service (Specialist Services CB) 42 COO Q1 Final Reasonable September
Staff Wellbeing - Culture & Values 07 People & Culture Q1 Work in Progress November
5 Steps to Safer Surgery (Follow-up) 18 Medical Q1 Work in Progress November
. Digital & Health .
Uptake of National IT Systems 20 Intelligence Q1 Work in Progress November
CoOrgOFinanciaI Systems 02 Finance Q4 Q2 Work in Progress February
(D)
Assuo%a/%@ Mappin 05 Corporate Qt Q2 Work in Progress November
vg:)@o\% PPINg Governance 9
9.7
Medical & D@gtal Staff Bank 06 People & Culture ot Q2 Work in Progress November
NWSSP Audit and Assurance Services 11
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. . Planned /
Planned output. 2. Callios s Al asJ Current Status Assur_ance Actual
Lead Qtr Rating .
Committee
Reporting of Covid Deaths 11 Nursing Q3 Q2 Planning November
Charitable Funds 13 Finance Q3 Q2 Work in Progress February
Estates Assurance — Decarbonisation . .
(Deferred from 21/22) 15 Finance Q2 Planning February
Digital & Health .
IT Strategy 21 Intelligence Q2 Work in Progress November
Medical Equipment & Devices (Deferred Therapies & Health .
from 21/22) 25 Science Q2 Work in Progress November
Application of Local Choices Framework 28 Chief Ecxg(c)utlve/ Q2 Planning November
Administration Services (Mental Health Chief Operating .
CB) 29 Officer Q2 Planning November
. - Chief Operating .
Endoscopy Insourcing (Medicine CB) 31 Officer Q3 Q2 Work in Progress November
Community Patient Appliances (Specialist Chief Operating .
Services CB) 33 Officer Q2 Planning February
- Medical Records Tracking (CD&T CB) 34 Chlefc)(f)‘:?ceE:rftlng Q2 Work in Progress November
Slitri:;f Governance (Deferred from 21/22 03 Nursing / Medical Q3 February
Imélf%mentation of People & Culture Plan 09 People & Culture Q3 February
/%z”@
Nurse*i‘s\gaqgﬁng Levels Act 10 Nursing Q3 Planning April
: . % :
Financial %?@3 / Reporting (Deferred from 12 Finance Q2 Q3 Planning February

21/22) 7o

NWSSP Audit and Assurance Services
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. . Planned /
Planned output. 2. Callios s asJ Current Status Assur_ance Actual
Lead Qtr Rating .
Committee
Medical Staff Additional Sessions 16 Medical Q3 February
New IT Service Desk Tool 22 Digital & Health Q3 Planning February
Intelligence
. Digital & Health .
Cyber Security 24 Intelligence FBC Q3 Planning February
PCIC CB - GMS Access (Deferred from Chief Operating .
21/22 plan) 30 Officer Q3 Planning February
Management of Locum Junior Doctors Chief Operating .
(Women & Children’s CB) 35 Officer Q4 Q3 April
Strategic Programmes / Recovery & . .
Redesign Governance Arrangements 36 Strategic Planning Q3 February
Commissioning — IPFR Process 38 Strategic Planning Q3 April
Regional Planning Arrangements 39 Strategic Planning Q3 Planning February
. Corporate .
Risk Management 01 Governance Q4 April
Management of Health Board Policies 04 Corporate Q4 May
governance
Inclusion & Equality Team 08 People & Culture Q4 April
Caéi%l Systems 14 Finance Q4 April
CIinicaI%%QQit (Follow-up) 17 Medical Director Q2 Q4 Planning April
Q%
Performancés?%\eporting 19 Digital & Health Q3 Q4 April

Intelligence

NWSSP Audit and Assurance Services
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Planned output.

Ref
) [o}

Exec Director
Lead

Digital & Health

Current Status

Assurance

Planned /

Actual

Committee

Data Warehouse 23 Intelligence Q4 April

Recovery of Services 27 Chlefc)?f?czrftlng Q3 Q4 May

Consultant Job Plans (Surgery CB) 32 Ch'efo(f)f?;rftmg Q4 April

ChemoCare IT System Follow-up 43 D"I-:’r']ttae'”?;::f;th TBC TBC

Network & Information Systems (NIS) 44 Digital & Health TBC TBC

Directive Follow-up Intelligence

Nurse Bank (Temporary Staffing 45 People & Culture TBC TBC

Department) Follow-up

Shaping Our Future Hospitals 40 Strategic Planning Q1-4 Work in Progress n/a

Programme

Development of Integrated Audit Plans: 41 Strategic Planning

e Development of Genomics Partnership Q3 Planning February
Wales

e University Hospital Llandough - Q2 Work in Progress November
Endoscopy Unit Development

* University Hospital Llandough - 02 Work in Progress November

Engineering Infrastructure

NWSSP Audit and Assurance Services
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Appendix B

Audit Rating Status Draft Responses | Responses | Final issued R/A/G

issued & exec sign | & Exec sign

date off required | off received

IMTP 2022-25: Development Process Substantial Final 20/07/22 10/08/22 26/07/22 27/07/22
Follow-up: Ultrasound Governance Reasonable Final 03/08/22 24/08/22 18/08/22 18/08/22
Stock Management — Neuromodulation Service .
(Specialist Services CB) Reasonable Final 02/08/22 23/08/22 19/08/22 19/08/22

NWSSP Audit and Assurance Services
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Internal Audit Progress Report Appendix C
KEY PERFORMANCE INDICATORS
Indicator Reported to Audit Committee Actual Target Red Amber Green
Operational Audit Plan agreed for 2022/23 April 2022 By 30 Not ik Final
June agreed plan plan
Total assignments reported (to at least draft 100% o o 10%<v< o
report stage) against plan to date for 2022/23 3 from 3 100% v>20% 20% v<10%
Report turnaround: time from fieldwork 100% o o 10%<v< o
completion to draft reporting [10 working days] 3 from 3 80% v>20% 20% v<10%
Report turnaround: time taken for management 100% o o 10%<v< o
response to draft report [15 working days] 3 from 3 80% v>20% 20% v<10%
Report turnaround: time from management 100% o o 10%<v< o
response to issue of final report [10 working days] 3 from 3 80% v>20% 20% v<10%
[o(°)
%%
%,
7
NWSSP Audit and Assurance Services 16




Internal Audit Progress Report Appendix D

Assurance Ratings

. Few matters require attention and are compliance or advisory in
Substantial nature 9 P y
— assurance '
o Low impact on residual risk exposure.

Some matters require management attention in control design or

/'.,'! Reasonable compliance.
|fi"l assurance

Low to moderate impact on residual risk exposure until resolved.

\:\ Limited More significant matters require management attention.
' ":] ‘ assurance Moderate impact on residual risk exposure until resolved.

Action is required to address the whole control framework in this

‘ ‘ No assurance area.
0 High impact on residual risk exposure until resolved.

Given to reviews and support provided to management which form
part of the internal audit plan, to which the assurance definitions
licabl are not appropriate.
— i : . . .
C}f’f applicable These reviews are still relevant to the evidence base upon which
the overall opinion is formed.

Assurance not

NWSSP Audit and Assurance Services 17
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Executive Summary

Purpose

To provide assurance that data held
within the ChemoCare IT System is
accurate, secure from unauthorised
access and loss, and that the system is
used fully.

Overview

There is a framework for control over
the ChemoCare system and there were
areas of good practice. However, the
controls have not been fully enacted.
The significant matters which require
management attention include:

e Qut of date versions of Windows
server and SQL Server database in
use.

e Generic accounts exist with system
administrator privileges.

e Lack of formal supplier's
performance monitoring
mechanism.

e Weaknesses within the Business
Continuity Plan and Hosting and
Backup arrangements.

e Weaknesses in password policy
and current configuration settings.

e No automatic alerts configured to
notify in the event of interface
failures.

Additional recommendations are also
made which can be found within the
detail of the report.

Report Classification

Limited More  significant matters require
\ management attention.
' j) l Moderate impact on residual risk
exposure until resolved.
Assurance summary:
Assurance objectives Assurance
1 Governance Process Reasonable
2 Database Control _
3 Input Controls Substantial
4 Application Access Limited
5 Outputs and Interfaces Reasonable
6 Audit Log Substantial
7 Continuity Limited

The objectives and associated assurance ratings are not necessarily given
equal weighting when formulating the overall audit opinion.

Key Matters Arising Assurance Control Recommendation
Objective Design or Priority
Operation

1 Performance Monitoring Mechanism. 1 Design Medium
2 Database Security 2 Operation —
4 User Management 4 Operation Medium
5 Password Controls 4 Operation Medium

%
6’%’5@/)) Interface Failure Alerts 5 Design Medium

‘990“0 : :
7 @E@,gtmg and Backup Agreements 7 Operation Medium

JoNle)

8 Bu@ﬁ;gss Continuity 7 Operation Medium

NWSSP Audit and Assurance Services
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1. Introduction

1.1 In line with the 2021/22 Internal Audit Plan for Cardiff & Vale University Health
Board (the Health Board) a review of the ChemoCare IT system was undertaken.

1.2 The objective of the audit was to evaluate and determine the adequacy of the
systems and controls in place for the management of the ChemoCare IT System,
to provide assurance to the Health Board Audit Committee that risks material to
the achievement of system objectives are managed appropriately.

1.3 The ChemoCare system provides an integrated prescribing solution for Paediatric
Oncology and Adult Haematology patients within Cardiff & Vale UHB, Cwm Taf
Morgannwg UHB and Aneurin Bevan UHB.

1.4 The potential risks considered in this review were as follows:

inappropriate access to system / data.

e inaccurate data held in system.

e inaccurate data reported from system.

e loss of processing / data; and

e the Health Board may not maximise the benefits from the system.

1.5 At the time of our audit, management is in the process of upgrading the system
from version 5 to the new version 6.

2. Detailed Audit Findings

Objective 1: an appropriate governance process is in place for the system.

2.1 The ChemoCare system was bought from CIS in 2018 and a contract is in place for
the provision of the system. The system was implemented in different phases.
Currently version 5 is being used and the plan is to move to version 6 within six
months, for which necessary administration work is being done. All the
maintenance support is provided by CIS Oncology (Via accounts managed by
Boxxe), with an appropriate contract in place.

2.2 The contract provides a clear requirement and specification for the system, and
also covers confidentiality, data protection, intellectual property, indemnity,
limitation of liability, dispute resolution, force majeure, records retention and right
of audits.

2.3 There is an agreed SLA with the service provider, which states different incident
severity levels and the vendor’s response and fixing time. In addition, the service
Oo{@greement also requires a periodic review meeting to assess the performance of
“#e supplier. We also note that the NWSSP Procurement manual also requires
rrfeijgai;oring of the contracted Key Performance Indicators and requires that the
cont‘ﬁ%tt owner should keep the procurement services advised on supplier
performance.

NWSSP Audit and Assurance Services 4
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2.4 However, we note that the system administrators for ChemoCare were not aware
of the agreed SLAs and requirement for supplier performance review. Hence there
is no mechanism in place for performance monitoring for ChemoCare and no
process to record the supplier’s compliance with the agreed SLAs or to carry-out a
periodic performance assessment to highlight any significant or frequent breeches
(if any). (Matter Arising 1).

2.5 In addition, we note that there are no agreed penalty clauses in the contract to
protect and compensate the NHS in the event of the supplier frequently breeching
the agreed SLA.

2.6 We further note however, that from discussion with the system administrators, the
supplier’s performance in providing system support is satisfactory and there have
been no major performance issues.

2.7 There are named system administrators in place for both South East Wales
Haematology (SEWHN) and Paediatrics with good knowledge of the system and of
the role. We note that the role of the system administrator has been defined within
a document.

2.8 User groups are in place within both SEWHN and Paediatrics for users to feed their
concerns into, although we note that the pandemic has impacted on the operation
of these. However, both the system administrators are based within the respective
departments and are therefore accessible.

Conclusion:

2.9 There is a governance process in place for the system, with named system
administrators who understand the role and the system, and a contract is in place
for maintenance and support, although we note that the performance is not
currently being monitored. Accordingly, we have provided reasonable assurance
over this objective.

Objective 2: appropriate control is maintained over the database.

2.10 The current version of Chemocare is installed on Windows Server 2008, support
for which ended in 2020 and which contains vulnerabilities, including some
significant vulnerabilities. The current system is based on SQL Server 2008,
support for which ended in 2019. The use of these out-of-date components leads
to an increased security risk for the Health Board. (Matter Arising 2)

2.11 We do note the ongoing work to move to a later version of ChemoCare and that
this is based on more up to date versions of server and SQL server.

2.12 The system is securely hosted by IT, however our review of the access controls
over the database identified further security weaknesses: (Matter Arising 2)

@o database access is via SQL authentication and not windows, which is a less
%,secure methodology;
.« lication users access the database using a single database user with the
alj%sbase Owner role. This role provides complete access to the database and so
mtré’gluces a security risk; and

NWSSP Audit and Assurance Services 5
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e user passwords are stored in clear text within the database and are not
encrypted.

2.13 We further note that there is no process to ensure ongoing database management
actions such as integrity checks or table optimisation is undertaken. Testing of the
database noted that the errors table had a very large number of errors logged
within it. These are not reviewed and the table is not periodically cleared out.
(Matter Arising 2)

Conclusion:

2.14 Although the system is securely hosted, it is based on out-of-date components for
which vulnerabilities exist. In addition, security is weakened by the authentication
method, lack of encryption and provision of database owner to all users. There is
no established process for database maintenance and there are a significant
number of errors within the database errors table. Accordingly, we have provided
no assurance against this objective.

Objective 3: all input is authorised, complete, accurate, timely and input once
only.

2.15 Data entry into the Chemocare system is by a mixture of free text and selecting
from drop down menus.

2.16 The standing data which supports the drop down lists within Chemocare was
defined during the system set up of the system, with different values in place for
adults and paediatrics. There was a structured process in place for this with a peer
review process to ensure that all minor and major changes in the input parameters
were independently reviewed by another member of staff and the results are
archived to retain a record.

2.17 We tested a sample of entry fields within the system to establish if there were
controls in place to enforce data quality on entry. This testing demonstrated that
there are input controls in place and they are being managed, for example:

e There are established ranges for adult and paediatric patients. The age limit has
been set as > 18 = Adult and < 12 as Paediatric, with the option to treat as
either if aged between these;

e There is a warning triggered if abnormal weight is entered for a patient to ensure
the user checks the entry values;

e The format is enforced for Adult GFR and Paediatric Calculation; and

e There are restrictions in place to prevent users modifying a prescription, with
the system only allowing modification to drugs i.e. changes within agreed set
parameters set in the drug file.

2.18’;/7"541ere is a user guide available for users in the form of a quick reference guide,
g are also a comprehensive set of Standard Operating Procedures (SOPs) in
plaeg’»@gnd a basic task guide is also available for nursing staff. We note that the
user gwde was last updated in 2013, and there is an intent to review and update

after the move to version 6.

NWSSP Audit and Assurance Services 6
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2.19 Training is provided to users prior to them being granted full access to the system
to ensure that they understand how to use the system. We did note however that
within Adult Haematology individual training logs are not signed off and archived
for the records purpose. In addition, there is no centralised training record
maintained to track whether training has been provided to all users. We have been
informed that this is being currently worked on and will be completed before the
launch of version 6. (Matter Arising 3)

Conclusion:

2.20 There is extensive use of drop-down lists, the maintenance of these is controlled.
There are data input restrictions in place and a set of user guides for staff to ensure
they understand how to use the system. Accordingly, we have provided substantial
assurance against this objective.

Objective 4: proper control is exercised over access to application systems.

2.21 User access is managed by the system administrators for both Adult and
Paediatrics. Access to users is based on roles and our testing confirmed that the
concept of least privilege is being maintained and that the roles given to users
were appropriate. We also note that there are a number of staff with read only
access to the system that facilitates the sharing of information without a risk of
erroneous data entry.

2.22 There is a SOP that sets out the process for providing access to new users and is
accompanied by a new user request form to enable approval and tracking of user
creation. We note however that this is not generally followed. User access is mostly
granted by an email (or sometimes) verbal request and not the form provided. In
addition, we note that the user request form is not up to date and does not include
all the current roles in use within the system. (Matter Arising 4)

2.23 Users are given usernames for individual access to ensure that actions can be
tracked within the system. However, there are generic accounts within both Adult
Haematology and Paediatric Services. These include system manager level access
and so remove accountability and traceability for actions undertaken using these
accounts.

2.24 Our testing identified staff who have left the Health Board, or who have transferred
and whose accounts were still active. We note that accounts are automatically
archived if not used for 180 days, however this does not fully manage the risk
associated with inappropriate access. (Matter Arising 4)

2.25 Access to the system is controlled via username and password and the SOP sets
out the requirements for the password. We note however, that the SOP governing
password setting is outdated and does not reflect the Health Board the IT Security

Oojzpolicy. In addition, there were variations in practice between the services. (Matter
“#Arising 5)
%2
. %&e}re are different length requirements for passwords between the systems. For
adtft it is 8 and Paediatric it is only 6: and

T
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e There are differences in the password re-use times between systems. Passwords
are archived for 365 days in Adult Haematology; however, it is archived for only
200 days in paediatric.

2.26 We further note that there are weaknesses in password management, with no
forced requirement for passwords to contain a mixture of uppercase, lowercase
and numbers despite the SOP stating this. Furthermore, the current version in use
(v5) does not has the ability to lock-out an account after a set number of attempts
using an incorrect password. (Matter Arising 5)

2.27 Our testing also identified that there are few user accounts (including system
admin) where the password change policy is different from the current practice
and SOP. For instance, on 3rd March 2022 next password due for System Manager
accounts were appearing as 10% March 2027 and 5% September 2024. (Matter
Arising 5)

Conclusion:

2.28 Although there is an SOP that sets out the requirements for the provision of user
access, this is not always complied with and there are both generic users and
leavers still active within the system. In addition, the password controls are not
currently set at the level required by the security policy. Accordingly, we have
provided limited assurance against this objective.

Objective 5: controls ensure the accuracy, completeness, confidentiality and
timeliness of output, reports, and interfaces.

2.29 There is a reporting module and reports are created through Crystal (Licensed),
with a set of reports in place which were created by the system administrator. We
note that the Health Board has paid for the auto reporting module, through a grant
provided by the Welsh Cancer Network who are provided with updates. However
this is not currently active and so reports are manually produced. However, we
were informed that work is ongoing to enable the automation functionality.

2.30 There are inbound real time interfaces for Paediatric services with LIMS and RPMS
and for Haematology Adults with LIMS and EMPI to enable the transfer of patient
demographics and of results. However, there is no auto alert mechanism to notify
the system administrators for the failure in the interfaces with reliance currently
placed on end-users identifying missing information, or pathology daily checks
identifying failed delivery, these are then escalated to CIS oncology and relevant
internal forums.

2.31 On our inquiry, the CIS project manager explained that ChemoCare can email
warnings should errors grow or no inbound messages be received in certain
minutes, but access to SMTP server is required to enable this functionality. (Matter

%Arlsmg 6)

2.32 %%versely, we note that outbound interfaces generate errors when not successful.
Thfsgs displayed to the users who will then report it to system administrators who
then egcalate the matter to the CIS help desk.

s

NWSSP Audit and Assurance Services 8
8/23 47/291



ChemoCare IT System Final Internal Audit Report

2.33 There are restrictions in place to prevent loss of data via USB transfer, with the
USB ports having been locked down within the Health Board. We further noted
during our access management testing that separate profiles for Read Only - With
Printing has been created for a few users having service printing requirement. This
also prevents data loss as normal Read Only users don't have printing rights.

Conclusion:

2.34 Reports are in place and the creation of these are controlled by the system
administrator, although we note the current lack of the automation functionality.
There are interfaces in place, although failure notification is not automatic and
relies on users. There are restrictions in place to prevent data loss through USB
and unauthorised printing. Accordingly, we have provided reasonable assurance
against this objective.

Objective 6: a complete audit log is maintained which enables data items item
to be tracked

2.35 Audit logging is available within the system, although we note that the current
functionality is limited in version 5, with the full functionality available in Version
6.

2.36 The system does track creation, deletion and changes to data items and the system
administrators have access to limited log records. For example, front-end user
activities are logged and accessible to the system administrators such as for day-
to-day patient treatment they can see modification to a treatment, or to particular
patient records.

2.37 We note however that more detailed audit log records can be accessed by the
supplier and they will provide these when asked if it is necessary.

2.38 Security log information such as logins and failed logins are recorded and stored
within the database, although as there is no active database management as noted
previously, there is no review of this information.

Conclusion:

2.39 Audit logging is available within the system. We note the current limited access,
However, as the system will be upgraded to version 6 by summer, which will
provide full audit functionality, and as the current version is meeting the service
requirements for day-to-day user activities, we have provided substantial
assurance over this objective.

Objective 7: appropriate business continuity arrangements are in place with
include backing up copies of data and programs, storing and retaining them
securely, and recovering applications in the event of failure.

2. 40/£°h)@e ChemoCare system has a resilient architecture and is installed on virtual
ség&grs with the physical servers hosted within the Health Boards SAC. The hosting
is wrtd“ﬁn the Digital Directorate and so is protected to the same level as other core
HeaIthQBoard systems.

NWSSP Audit and Assurance Services 9
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2.41 The hosting arrangement is set out with Hosting and Backup Agreements (HBAS)
which set out the responsibilities and the systems covered, together with the
backup regimen. However, we note that the HBAs are in draft stage and have not
been signed by the system owners since March 2018. Moreover, 7 out of 12 servers
in place are not included in the draft HBAs. (Matter Arising 7)

2.42 The HBAs state that regular backups will be taken and monthly backup reports
provided to the service, however the system administrators have not been
provided with these reports, and despite several reminders the information relating
to confirmation of backups (logs) and testing of these for validity was not made
available during our fieldwork. As such we could not confirm the successful backup
for ChemocCare. In addition, information related to a Disaster Recovery (DR) plan
and its periodic testing was also not shared during our fieldwork. (Matter Arising
7)

2.43 There is a Business Continuity Plan (BCP) in place for the ChemoCare system to
enable patient care to continue in the event of a system interruption and this was
prepared in the year 2016.

2.44 We noted that the current BCP is not periodically tested and has not been updated
for a substantial time. We were informed by the system administrators that the
current BCP will be updated once the version 6 goes live. In addition, we also noted
that the criticality of the system and reliance on other systems and key IT
infrastructure have not been formally established. Also, there is no evidence that
a Business Impact Analysis was performed to assess the extent of losses in the
event of any failure (Matter Arising 8).

Conclusion:

2.45 The system is resiliently hosted and there is a departmental continuity plan in
place, although we note that this does contain weaknesses. There is a backup
regimen in place, which is the Health Board standard process. However, we were
not able to confirm the operation of this or the testing of backups and disaster
recovery. Accordingly, we have providedlimited assurance over this objective.

NWSSP Audit and Assurance Services 10
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Appendix A: Management Action Plan

Matter Arising 1: Performance Monitoring mechanism (Design)

The system administrators for ChemoCare were not aware of the agreed SLAs and requirement for
supplier performance review. Hence there is no mechanism in place for performance monitoring for
ChemoCare and no process to record the supplier’s compliance with the agreed SLAs or to carry-out
a periodic performance assessment to highlight any significant or frequent breeches (if any).

In addition, we note that there are no agreed penalty clauses in the contract to protect and
compensate the NHS in the event of the supplier frequently breeching the agreed SLA.

1.1 A formal supplier's performance monitoring mechanism should be established within both Adult

Haematology and Paediatric services to ascertain that there are no frequent and significant
breeches of SLA.

1.2 Outcome of the performance review should be periodically shared with the Shared Services
Procurement team, as required by the procurement manual.

1.3 If possible, penalty clauses should be agreed with the supplier during the subsequent contract
Oggnewal process.
0%/);)0
09;)‘%/\
%%
",
o

Absence of formal supplier
performance mechanism could
lead to unidentified breeches of
agreed SLA.

Medium

NWSSP Audit and Assurance Services
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Appendix A
Agreed Management Action Target Date | Responsible Officer
1.1 Create SLA breech log with annual review of this. Start log July Kerry Crompton (Paeds)
2022 with first
1.2 Annual review can be shared with Shared Services Procurement team. Will annua\iv:'evile:/v
commence post-implementation of Version 6. July 2023
1.3 Penalty clauses will be discussed at next contract renewal (there is a national
procurement process underway)
Q. 0,5
%%)%
09;)‘%/\
%%
%,
7
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Matter Arising 2: Database (operation)

We noted weaknesses in the control and security over the database: There is a cyber security risk of

inappropriate access and loss of
e The current version of ChemoCare is installed on Windows Server 2008, support for which ended datgp P

in 2020 and which contains vulnerabilities, including some significant vulnerabilities. The current
system is based on SQL Server 2008, support for which ended in 2019. The use of these out-
of-date components leads to an increase security risk for the Health Board;

e User access is via SQL authentication and not windows, which is less secure;

e Application users access the database using a single database user with the dbo role. This role
provides complete access to the database and so introduces a security risk;

e User passwords are stored in clear text within the database and are not encrypted. This
introduced a security risk;

e There is no process to ensure ongoing database management actions such as integrity checks
or table optimisation is undertaken; and

e Testing of the database noted that the errors table had a very large number of errors logged
within it. These are not reviewed and the table is not periodically cleared out.

2. fo"/g%%ndows servers should be upgraded to versions for which support is available;

2.2 S@a\Server 2008 R2 should also be replaced with new versions for which support is available;

2.3 Databa>§e authentication should be moved to Windows authentication;
s
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2.4 User passwords should be encrypted within the database;

2.5 The core user account should have the dba role removed and a more appropriate user access
role defined; and

2.6 Database management tasks should be defined and regularly undertaken, this should include
review and clear out of the error table.

Agreed Management Action Target Date  Responsible Officer

2.1 As part of the chemocare upgrade to version 6 Windows servers OSrs have Complete in UAT | Gareth Richards (Server

been replaced with a version which is supported i.e Windows 2016 go live July 2022 ' Manager)
2.2 As part of the Chemocare upgrade to version 6, SQL Server 2008R2 has been Complete in UAT = Gareth Richards (Server
replaced with a version which is supported. i.e. SQL Server 2019. go live July 2022 = Manager)
2.3 Discussion with the supplier and service will take place post upgrade to September 2022 | Kerry Crompton, David Trigg /
understand if this is doable. CIS
2.4 Not required if using Windows Authentication (as suggested in 2.3).
2.5 Discussion required with the service and supplier. September 2022  Kerry Crompton, David Trigg /
CIS
2.6 Discussion required with the service and supplier. September 2022  Kerry Crompton, David Trigg /
CIS
[o(°)
%fgg)%
09;)‘%/\
%%
%,
7
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Matter Arising 3: User Training Logs (Operations)

The SOP governing the new Chemo Care user account requires that nursing lead or system manager In absence of a proper training
should contact the new user to organise a date for training. Once the new user has received training record there is a probability the
and is signed off to use the system, their access should be upgraded to their agreed level. few users might not get the

On our inquiry, the Lead for Implementation of Chemo care (Adult Haematology) has informed that training.

training is provided to every new user however, individual training logs are not signed off and
archived for the record purpose.

In addition, there is no centralised training record maintained to track whether training has been
provided to all users. We have been informed that this is being currently worked on and will be
completed before the launch of version 6.

3.1 Individual user training logs should be signed off and archived for record purpose. Low

Agreed Management Action Target Date A Responsible Officer

3.1 Electronic training log to be completed for all current users and updated July 2022 David Trigg (Adult Haematology)

training logs to be signed reflecting appropriate training for current users. (Allowing 2
Reporting module to be used to establish current list of active users. months of user
%% roups to discuss,
o;ais%ussions with system managers at both CTM and AB UHB’s to ensure g apgree and
trﬁg%% logs completed locally and fed into central database of active users. implement)
.
7
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Matter Arising 4: User Management (operations)

There are weaknesses in the processes for user management: There is a risk of inappropriate

access to the system / data.
e Although there is a SOP that sets out the process for providing access to new users, this is not 4 /

generally followed. User access is mostly granted by an email (or sometimes) verbal request
and not the form provided. In addition, we note that the user request form is not up to data
and does not include all the current roles;

e There are generic accounts within both Adult Haematology and Paediatric Services. These
include system manager level access; and

e Our testing identified staff who have left the Health Board, or who have transferred and
whose accounts were still active. We note that accounts are automatically archived if not
used for 180 days, however this does not fully manage the risk associated with inappropriate
access.

4.1 The new user form should be updated to reflect the current roles, and the process as set out in
the SOP should be followed for new user accounts;

4.2 Generic accounts must not be used and identified accounts must be replaced with unique users.
,,)f any account is not required, then it should be deleted; and Medium

4, T%ﬁ;ocess for periodic reconciliation of staff leavers to users should be established to ensure that
ac@g@pts are deactivated on a timely basis.

09.

RO
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Agreed Management Action Target Date | Responsible Officer

4.1 Update SOP to reflect all current roles. This will need to be done separately = May 2022
for adults and paediatrics as the roles differ slightly.

4.2 All generic accounts archived on the paediatric system. April 2022

4.2 Time to archive user accounts will be reduced from 180 days to 90 days April 2022
within the paediatric system to reduce the risk of staff who have moved on
still having access to the system.

Matter Arising 5: Password Controls (Operation)

Kerry Crompton (for paediatric
system)

David Trigg (Adult Haematology)

There were weaknesses in user access controls:

e There is no forced requirement for passwords to contain a mixture of uppercase, lowercase
and numbers;

e There are different length requirements for passwords between the systems. For adult it is 8

and Paediatric it is only 6;
%%,

sﬁhere are different account archive settings in both Adult Haematology and Paeds systems
‘l%t}*&t is, 365 days and 200 days respectively. In case any account is not active for the defined

ﬁﬁ)er of days than the account is automatically archived and become inactive;

‘{9

There is a risk of inappropriate
access to the system / data.

NWSSP Audit and Assurance Services
17/23
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e The password change settings in both Adult Haematology and Paeds systems are 90 days;

e There are a few user accounts (including system admin) where the password change policy is
different from the current practice and SOP. For instance, on 3rd March 2022 the next
password due for the System Manager accounts were appearing as 10™ March 2027 and 5%
September 2024; and

e The current version in use (v5) does not has the ability to lock-out an account after a set
number of attempts using an incorrect password.

In addition, the new user form contains out of date information relating to password length and
change requirements.

5.1 Password controls should be set to enforce a level of complexity, with a minimum length of 8
and with a standard use and re-use time.

Agreed Management Action Target Date A Responsible Officer

5.1 Paediatric system updated to reflect practice of adult system. Minimum of 8 April 2022 Kerry Crompton (for paediatric
characters. system)

Medium

NWSSP Audit and Assurance Services 18
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Matter Arising 6: Interface Failure Alerts (design)

There are inbound real time interfaces for Paediatric services with LIMS and RPMS and Haematology Frequent interface failures might
Adults with LIMS and EMPI. However, there is no auto alert mechanism to notify the system not be identified leading to service
administrators for any failure in the interfaces. Currently reliance is on the feedback received from disruptions and manual work for
end-users which is then escalated to CIS oncology and relevant internal forums. the staff.

On our inquiry, the CIS project manager has informed that ChemoCare can email warnings should
errors grow or no inbound messages be received in certain minutes but access to SMTP server is
required to enable this functionality.

6.1 System owners should coordinate with both IT department and CIS to configure an auto alert Medium
system or an exception report to timely identify interface failures.

Agreed Management Action Target Date  Responsible Officer

6.1 Will look at this as part of the V6 upgrade and ensure an auto alert system is July 2022 Kerry Crompton (paeds system)

in place. David Trigg (Adult Haematology)

NWSSP Audit and Assurance Services 19
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Matter Arising 7: Hosting and Back-up Agreements (Operations)

We reviewed the Hosting and Back-up agreements (HBA) for both Adult Haematology and Paediatric Absence of correct information
Services and noted the below weaknesses: related to servers could result in

« Both HBAs are in draft stage and have not been signed by the system owners since March 2018; ©Omitting such servers during the

e 7 out of 12 servers are not included in the HBAs; and back-up process.

e As per the HBA, IM&T is required to provide monthly backup reports to the Dept/Directorate
however, we were informed by the Lead for Implementation of Chemo care (Adult Haematology)
he has not received any such monthly reports in past.

Scope Limitation:

Backup logs and evidence to confirm the backup testing were requested from the IM&T Department
however, despite several reminders the information was not made available during our fieldwork.

7.1 HBAs should be updated and signed by the relevant department. Also, monthly back-up report _
should be sent to the relevant department; and Medium

7.2 A schedule for testing the backups to restore should be established.

Agreed Management Action Target Date A Responsible Officer

7.1 BCP will be reviewed as recommended.As part of the ChemoCare upgrade all July 2022 Gareth Richards (Server
o;/%,j@BAs will be updated to reflect the new infrastructure and signed by all Manager)
%Bj\aoyant parties.
2 . . .
7.2 As %@;@of the HBAs review, a backup regime will be agreed and a plan to July 2022 Gareth Richards (Server
restore,agreed. Manager)
7
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Matter Arising 8: Business Continuity Plan (Operation)

While reviewing the Business Continuity plan for the Chemo Care system, the below weaknesses
were noted:

e The BCP is not periodically tested and has not been updated for a substantial time. As per the
system owner the BCP will be updated once the version 6 goes live;

e Criticality of the Chemo Care system has not been formally established;

e There is no evidence that a formal risk assessment was carried-out to identify all significant events
or vulnerabilities to the system;

e The document does not outline dependencies on any other application, information system / IT
infrastructure; and

¢ No Business Impact Analysis were performed to assess the extent of losses in the event of any
failure.

8.1 The identified gaps should be taken into consideration at the time of the next BCP update once
the version 6 goes live.

Agreed Management Action Target Date | Responsible Officer

5D

8.1 é%;gz\yvill be reviewed as recommended.
90‘

o;,?,;

0%

August 2022

Noncomprehensive BCP can limit
the ability to continue the
business in case of system
unavailability due to any adverse
event.

Medium

Kerry Crompton (paeds system)

David Trigg (Adult Haematology)

NWSSP Audit and Assurance Services
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Appendix B: Assurance opinion and action plan risk rating

Audit Assurance Ratings

We define the following levels of assurance that governance, risk management and
internal control within the area under review are suitable designed and applied

effectively:

Few matters require attention and are compliance or

' % SauszztrZTéZI advisory in nature.
o Low impact on residual risk exposure.

Some matters require management attention in control
/IJ( Reasonable design or compliance.
' f,-" ‘ assurance Low to moderate impact on residual risk exposure until
U resolved.

\".'\ Limited More significant matters require management attention.
' p ‘ assurance Moderate impact on residual risk exposure until resolved.

Action is required to address the whole control framework in

‘_ ‘ No assurance this area.
2 High impact on residual risk exposure until resolved.

Given to reviews and support provided to management which
form part of the internal audit plan, to which the assurance
. definitions are not appropriate.
C;,—:f" applicable . . .
These reviews are still relevant to the evidence base upon
which the overall opinion is formed.

Assurance not

Prioritisation of Recommendations

We categorise our recommendations according to their level of priority as follows:

P'I‘:"";Ity Explanation Management action

Poor system design OR widespread non-compliance.

Significant risk to achievement of a system objective Immediate*
OR evidence present of material loss, error or
misstatement.

Minor weakness in system design OR limited non-
Medium compliance. Within one month*

Some risk to achievement of a system objective.

ﬂ7
00;23% Potential to enhance system design to improve
o efficiency or effectiveness of controls.
Loﬁ)?e’\% Y Within three months*

"0559,5 Generally, issues of good practice for management

4 consideration.
)

* Unless a more appropriate timescale is identified/agreed at the assignment.
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This document has been prepared for the internal use of Cardiff & Vale University
Health Board as part of work performed/to be performed in accordance with statutory
functions.

The Auditor General has a wide range of audit and related functions, including
auditing the accounts of Welsh NHS bodies, and reporting on the economy, efficiency,
and effectiveness with which those organisations have used their resources. The
Auditor General undertakes his work using staff and other resources provided by the
Wales Audit Office, which is a statutory board established for that purpose and to
monitor and advise the Auditor General.

Audit Wales is the non-statutory collective name for the Auditor General for Wales and
the Wales Audit Office, which are separate legal entities each with their own legal
functions as described above. Audit Wales is not a legal entity and itself does not have
any functions.

© Auditor General for Wales 2022. No liability is accepted by the Auditor General or
staff of the Wales Audit Office in relation to any member, director, officer, or other
employee in their individual capacity, or to any third party, in respect of this report.

In the event of receiving a request for information to which this document may be
relevant, attention is drawn to the Code of Practice issued under section 45 of the
Freedom of Information Act 2000. The section 45 Code sets out the practice in the
handling of requests that is expected of public authorities, including consultation with
relevant third parties. In relation to this document, the Auditor General for Wales, the
Wales Audit Office and, where applicable, the appointed auditor are relevant third
parties. Any enquiries regarding disclosure or re-use of this document should be sent
to Audit Wales at infoofficer@audit.wales.
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Audit and Assurance Committee

Update

About this document

1

This document provides the Audit and Assurance Committee with an update on
current and planned Audit Wales work. Accounts and performance audit work are
considered, and information is also provided on the Auditor General’s wider
programme of national value-for-money examinations and the work of our Good
Practice Exchange (GPX).

Financial audit update

2

Exhibit 1 summarises the status of our current and upcoming financial audit work.

Exhibit 1 — Accounts audit work

Area of work

Current status

Audit of the Health Board’s
2021-22 Performance
Report, Accountability
Report and Financial

Statements on today’s agenda.

The Auditor General certified the document on
17 June, and it was laid on the Senedd’s
website later that day. We have issued our
Audit of Accounts Addendum Report, which is

Audit of the Health Board’s
2021-22 Charitable
Financial Statements

We have issued the 2022 Audit Plan, which the
Charity’s Trustee Members will consider at their
next meeting.

We are looking to commence the audit in late
October, pending receipt of the draft financial
statements. The Charity Commission’s
deadline for the certified financial statements is
31 January 2023.

Performance audit update

3

The following tables set out the performance audit work included in our current and
previous Audit Plans, summarising:

Q

O

work completed since we last reported to the Committee in July 2022

%& (Exhibit 2);

%¥ork that is currently underway (Exhibit 3); and
"0
p?agned work not yet started or revised (Exhibit 4).
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Exhibit 2 — Work completed

Area of work

Committee

Considered by Audit and Assurance

Review of Estates: Follow-up of

Recommendations

Exhibit 3 — Work currently underway

Topic and
relevant
Executive Lead

Focus of the work

Report to be considered in September
2022. Management response to be
considered in November 2022.

Current status
and Audit and
Assurance
Committee
consideration

NHS Structured
Assessment

Executive Lead —

The Structured Assessment
examines the existence of proper
arrangements for the efficient,
effective, and economical use of
resources. The 2022 Structured

Current status:

Fieldwork in
progress

pirector of Assessment will review the P'a”’.‘ed dgte fer
(ég:/;;?;aatsce corporate arrangements in place I?I%T/Z?negz:lggéz
at the Health Board in relation to:
e Governance and leadership;
¢ Financial management;
e Strategic planning; and
e Managing the workforce,
digital resources, the estate,
and other physical assets
Orthopaedic This review will examine the Current status:

Services: Follow-
up

&
BXEsutive Lead —
Clgr%f@perating
Offic&es%,.
Q%%
%%
,’\}6\

progress made in response to
our 2015 recommendations. The
findings from this work will inform
the recovery planning
discussions that are starting to
take place locally and help
identify where there are
opportunities to do things

Report drafting

Planned date for
consideration:
TBC
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Topic and
relevant
Executive Lead

Focus of the work

Current status
and Audit and
Assurance
Committee
consideration

differently as the service looks to
tackle the significant elective
backlog challenges. Our findings
will be summarised into a single
national report with
supplementary outputs setting
out the local position for each
health board.

Review of
Unscheduled Care

Executive Lead —
Chief Operating
Officer

Page 6 of 12 - Audit and Assurance Committee Update — Cardiff & Vale University Health Board
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This work will examine different
aspects of the unscheduled care
system and will include analysis
of national data sets to present a
high-level picture of how the
unscheduled care system is
currently working. The work will
include an examination of the
actions being taken by NHS
bodies, local government, and
Regional Partnership Boards to
secure timely and safe discharge
of patients from hospital to help
improve patient flow. We also
plan to review progress being
made in managing unscheduled
care demand by helping patients
access services which are most
appropriate for their unscheduled
care needs.

Blog and data
tool published in

April 2022

Project brief
issued in August
2022, with
fieldwork
planned to start
in September
2022.

Planned date for
consideration:
TBC



Exhibit 4 — Planned work not yet started or revised

Topic and
relevant
Executive Lead

Focus of the work

Current status
and Audit and
Assurance
Committee
consideration

All-Wales This work will examine the We are currently
thematic on workforce risks that NHS bodies scoping
workforce are experiencing currently and are this work. We
planning likely to experience in the future. It will update
arrangements will examine how local and the committee as
national workforce planning work
activities are being taken forward
to manage those risks and progresses.
address short-, medium- and
longer-term workforce needs.
Local Work 2022 The precise focus of this work is Date for

Good Practice events and products

still to be determined.

consideration to
be confirmed.

4 In addition to the audit work set out above, we continue to seek opportunities for
finding and sharing good practice from all-Wales audit work through our forward

planning, programme design, and good practice research.

5 Exhibit 5 outlines the Good Practice Exchange (GPX) events which have been
held recently. Materials are available via the link below. Details of future events are
available on the GPX website.

Event

Details

Responding to the Climate

Emergency in Wales

[o(°)
s
O
< ) N
Q%%
%,
3K

This webinar focussed on sharing
the Auditor General's emerging
findings on public sector action to

%
Ple%goezﬁ\ee Appendix 1 decarbonise.

Page 7 of 12 - Audit and Assurance Committee Update — Cardiff & Vale University Health Board

69/291



NHS-related national studies and related
products

6

The Audit and Assurance Committee may also be interested in the Auditor
General’s wider programme of national value for money studies, some of which
focus on the NHS and pan-public-sector topics. These studies are typically funded
through the Welsh Consolidated Fund and are presented to the Public
Administration and Public Accounts Committee to support its scrutiny of public
expenditure.

Exhibit 6 provides information on the NHS-related or relevant national studies
published since our last Committee Update. It also includes all-Wales summaries
of work undertaken locally in the NHS.

The Audit and Assurance Committee might also wish to be sighted of the recently
published Audit Wales Strategy - Assure, Explain, Inspire: Our Strateqy 2022-
27. This strategy sets out our 5-year vision to drive improvement and support
Welsh public Services as they adapt to the challenges and opportunities of a
changing world.

The Audit and Assurance Committee might also wish to be sighted of the current
consultation on our Fee Scales for 2023-24. This consultation invites views and
comments on our proposals for fee rates and other aspects of the statutory fee
regime for our audit work. The closing date for responding to the consultation is 16
September 2022.

Exhibit 6 — NHS-related or relevant studies and all-Wales summary reports

Title

Publication Date

Public Sector Readiness for Net Zero Carbon by
2030: Evidence Report

Please see Appendix 1

August 2022

Public Sector Readiness for Net Zero Carbon by 2030

Please see Appendix 1

July 2022

;I'/_t%e Welsh Community Care Information System
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Appendix 1 — key messages from recent national
publications

Public Sector Readiness for Net Zero Carbon by 2030

10

11

12

13
14

The Auditor General has committed to a long-term programme of work on climate
change. Our baseline review asks: ‘How is the public sector preparing to achieve
the Welsh Government'’s collective ambition for a net zero public sector by 20307

We have now published two reports to share the findings from the baseline review:

o Key findings report: (published 14 July 2022) this report targets senior
leaders and those with scrutiny roles, with the aim of inspiring them to
increase the pace of their work on achieving the 2030 collective ambition.
We set out an overall conclusion and 5 calls for action. The calls for action
are not strictly recommendations. However, we encourage public bodies to
consider the report, and through their internal governance structures, set out
publicly how they intend to respond to the calls for action.

o An evidence report: (published 10 August 2022) this report supplements the
key findings report by providing more detailed findings and data. It does not
make a separate overall conclusion, or separate calls for action.

We have also published blogs and run a successful webinar:
o Responding to the Climate Emergency in Wales (webinar)

o Call for clearer information on climate change spending (blog)

o COP26: Shining a light on the Welsh response to climate change (blog)

o How we’ll support Wales in rising to the climate change challenge (blog)

o Heat is on to tackle climate change (blog)

The overall conclusion from our baseline review is:

“There is clear uncertainty about whether the public sector will meet its 2030
collective ambition. Our work identifies significant, common barriers to progress
that public bodies must collectively address to meet the ambition of a net zero
public sector by 2030. And while public bodies are demonstrating commitment to
carbon reduction, they must now significantly ramp up their activities, increase
collaboration and place decarbonisation at the heart of their day-to-day operations
and decisions. Organisations need to be bold and innovative and share
experiences of their successes and failures. The Auditor General will not criticise
organisations for taking well-managed risks to address this unprecedented
challenge.”

21, The 5 calls for action are:

Page 9 of 12 - Audit and Assurance Committee Update — Cardiff & Vale University Health Board

9/12

71/291



222 Strengthen your leadership and demonstrate your collective
responsibility through effective collaboration

Clarify your strategic direction and increase your pace of
implementation

v

e Get to grips with the finances you need

Mo

° n ° o Know your skills gaps and increase your capacity

® .
o
( o Improve data quality and monitoring to support your decision
making
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Archwilio Cymru
Audit Wales

Audit Wales
24 Cathedral Road
Cardiff CF11 9LJ

Tel: 029 2032 0500
Fax: 029 2032 0600
Textphone: 029 2032 0660

E-mail: info@audit.wales

Website: www.audit.wales

We welcome correspondence and
teJ%phone calls in Welsh and English.
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This document has been prepared as part of work performed in accordance with statutory functions.

In the event of receiving a request for information to which this document may be relevant, attention
is drawn to the Code of Practice issued under section 45 of the Freedom of Information Act 2000.
The section 45 code sets out the practice in the handling of requests that is expected of public
authorities, including consultation with relevant third parties. In relation to this document, the Auditor
General for Wales and the Wales Audit Office are relevant third parties. Any enquiries regarding
disclosure or re-use of this document should be sent to the Wales Audit Office at
infoofficer@audit.wales.

We welcome correspondence and telephone calls in Welsh and English. Corresponding in Welsh will
not lead to delay. Rydym yn croesawu gohebiaeth a galwadau ffén yn Gymraeg a Saesneg. Ni fydd
gohebu yn Gymraeg yn arwain at oedi.
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Audit of accounts report addendum

Introduction

1 This report is an addendum to our Audit of Accounts Report that we presented to
you on 14 June 2022. It sets out the recommendations arising from our audit of the
2021-22 accounts; and provides an update on the progress you have made against

previous recommendations.

Recommendations from this year’s audit

2 Exhibits 1 to 8 set out eight audit findings and recommendations, together with the
management responses to each of them.

Exhibit 1

Matter arising 1 — weaknesses in the stocktaking arrangements

Findings

We attended two of the Health Board’s year-end
stock-takes:

for theatres stock at the University Hospital Wales
site; and

for wheelchair and spart parts stock at the ALAS
Posture and Mobility Service Centre in Treforest
(ALAS).

We identified the following weaknesses in the
procedures being applied:

While the Health Board has guidance in place for
counting and checking theatre stock, it has no
guidance for counting the stock held at the ALAS
site.

For the sites we attended, stock sheets were not
sequentially numbered, which could result in
sheets being misplaced or lost, but not being
identified as such, and important details therefore
being overlooked and not accounted for.

Stock was counted by only one officer, rather than

the required two officers as the counter and the
verifier.

Also, we identified a number of differences between
our (sample-based) stock count and the counts
undertaken by officers, which they amended. We are
satisfied that the differences did not represent a risk of
material misstatement with the financial statements.
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Matter arising 1 — weaknesses in the stocktaking arrangements

Recommendation

The Health Board should strengthen its stocktaking
procedures. In doing so the Health Board should
introduce a corporate set of stocktaking procedures
for all its stock sites.

As part of the process the Health Board should use
sequentially numbered stock-count sheets.

Accepted in full by
management

Yes

Management response

Whilst the Health Board has robust stock procedures
documented, it is accepted that these need to be
reinforced and recommunicated to the relevant stock
take teams and accountants.

Training sessions will be held to ensure guidance is
followed and understood.

If any additional steps are required due to specialised
stock being held (i.e. ALAS) additional specific
guidance will be issued.

Implementation date

Exhibit 2

Year end 2022/23

Matter arising 2 — weaknesses in the processing of a retire and return
application and an underpayment to an employee

Findings

We examined the retirement and return of the
Executive Director of Therapies and Health Sciences,
who retired on 31 March 2022 and returned on 2
April.

We found that the Executive Director’s line manager,
in this case the former Chief Executive, had not
signed their approval of the application form, as
required by paragraphs 2.2 and 3.1 of the retire and
return policy.

The Remuneration and Terms of Service Committee
did retrospectively note the retirement and return, in
May 2022.
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Matter arising 2 — weaknesses in the processing of a retire and return
application and an underpayment to an employee

On a separate finding, for an employee’s exit the
Health Board needs to take account of their
undertaken leave, by paying the balance due or
ensuring that the employee takes the leave before
their last day. The Executive Director of Therapies
and Health Sciences had a leave balance of 10 days,
and had applied for payment for those days.

However, we found that the Health Board had
incorrectly based the payment on 10 hours, rather
than 10 days, and that the Health Board had therefore
underpaid the Executive Director by £4550.62. We
understand that the Health Board paid the £4550.62
in June 2022.

Recommendation

The Health Board should ensure that line managers
always evidence their approval, and that such
approval is verified by another officer before an
application is processed.

Also, the Health Board should review its procedures
for the payment of untaken leave, to establish how
the underpayment had first occurred, and, how it had
not been picked up as an error. The Health Board
should then strengthen its controls where necessary.

Accepted in full by
management

Yes

Management response

Procedures are being reviewed and any identified
additional controls will be implemented in 2022/23.

Implementation date

Year end 2022/23
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Exhibit 3

Matter arising 3 — delays in receiving working papers and supporting evidence

Findings

Each year we agree an Audit Deliverables Document
with the relevant senior officers. The document helps
to ensure that we receive the required records to
support the draft annual report and accounts, by the
specified dates.

We did not receive all the agreed records by the
agreed dates. The most significant delay related to
the records to support year-end debtors and creditors.
An impact of these delays was that we were unable to
select our audit samples and issued them to officers.

We also experienced delays during the first couple of
weeks of the audit in respect of some of the samples
that we had issued, such as those for payroll,
inventory and fixed assets. Given the relatively short
time span of the audit, it is important that we receive
the agreed records on time.

Recommendation

For 2022-23 the Health Board should provide us with
all the relevant records, per the agreed Audit
Deliverables document in place for that year.

Also, the Health Board should ensure that all
supporting records are provided in a timely manner,
particularly during the first couple of weeks of the
2022-23 audit.

Accepted in full by
management

Yes

Management response

The main working papers were delivered as per the
deliverables document however some additional
supporting papers were provided in week 2 (following
the additional WG reporting deadlines which fall in
week 1 of the annual audit).

A review of all working papers and deliverable dates
will be carried out to help ensure audit have all the
information they require in the first week of audit to
prevent delays going forwards.

A review of working paper formats for debtors and

Oc;%/ﬁ@ creditors will also be carried out to identify
7%, improvements to minimise the need for multiple
Ov’é%,« files/supporting papers.
%%
V\g‘
N
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Matter arising 3 — delays in receiving working papers and supporting evidence

Implementation date

Exhibit 4

Year end 2022/23

Matter arising 4 - lack of detailed instructions to the valuers

Findings

We found that the Health Board does not provide a
formal instruction to its external valuers, the Valuation
Office Agency. A formal instruction is an important
communication that conveys a clear understanding of
the Health Board’s valuation requirements, so that its
valuer understands, agrees, and adheres to them.

Recommendation

Prior to a valuation being undertaken, the Health
Board should issue and agree a formal instruction to
its valuers.

Accepted in full by
management

Yes

Management response

A full specification has been issues in relation to the
quinquennial view by Welsh Government.

In relation to our ad hoc valuations throughout the
year, we will agree formal instructions to the District
Valuer by valuation type going forward.

Implementation date

Year end 2022/23

Page 8 of 16 - Audit of Accounts Report Addendum —Cardiff and Vale University Health Board

82/291



9/16

Exhibit 5

Matter arising 5 - assets not being depreciated when brought into use

Findings

When the Health Board brings a fixed asset into use,
in accordance with its accounting policy it should
commence depreciation in that financial year. We
found that the Health Board had not depreciated
some assets that had been brought into use during
2021-22, and we calculated that depreciation was
understated by £348,000 for 2021-22. This error
resulted in the overstatement of the net book value of
fixed assets and the understatement of the revenue
costs.

The Health Board corrected the misstatements. While
this amount was trivial to our true and fair opinion, it
was potentially material to the Health Board’s outturn
against its three-year revenue resource limit and to
our regularity opinion.

Recommendation

The Health Board should accurately apply its
accounting policy and depreciate all assets when they
are brought into use.

Accepted in full by
management

Yes

Management response

Additional controls have been added to the year-end
procedures to ensure assets are depreciated
correctly.

Implementation date

Year end 2022/23
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Exhibit 6

Matter arising 6 — some working papers were not referenced to the agreed
Audit Deliverables Document

Findings

The Audit Deliverables document (see matters arising
3) sets out our information requirements and the
officer responsible for each item. We agree with
officers that all information uploaded for the audit
should be clearly referenced to the Audit Deliverables
document. This enables our work to be more efficient
and reduce any queries to officers.

We found that while some working papers had been
clearly referenced to the Deliverables Document
(such as primary care and continuing healthcare),
other were not referenced (such as debtors and
creditors). The lack of clear referencing made it
difficult for us to establish whether we had received all
the appropriate working papers, prior to commencing
our audit testing.

Recommendation

For 2022-23 the Health Board should reference all its
information to the agreed Audit Deliverables
Document.

Accepted in full by
management

Yes

Management response

To ensure satisfactory naming and sharing of
documents in 22/23 a premeeting would be advisable
to get agreement on titles and distribution list.
Working paper titles where amended in 21/22 to aid
understanding of contents but this was based on
accounts notes not deliverables — will update further
in 22/23 based on Audit Wales guidance.

Implementation date

Year end 2022/23

Page 10 of 16 - Audit of Accounts Report Addendum —Cardiff and Vale University Health Board

10/16

84/291



Exhibit 7

Matter arising 7 — weaknesses in network security vulnerability assessments

Findings

For several years the Health Board has not
completed an external penetration test or security-
vulnerability assessment on the network perimeter,
(ie. via an external third-party accredited company).
Such assessments are considered to be good
practice to help address security vulnerabilities and
avoid malicious and unauthorised access to the
Health Board’s network.

Internal network vulnerability assessments are
completed using the Nessus software to scan in real
time to identify and analyse any security
vulnerabilities. However, the outputs from Nessus
assessments are not actively monitored.

Recommendation

The Health Board should strengthen its assessment
of network security vulnerability by:

e completing regular external penetration testing on
the network perimeter, including at least annually
by an accredited third party; and

e actively monitoring the internal network-
penetration testing to promptly identify and
address any weakness.

Accepted in full by
management

Yes

Management response

The UHB is currently in the process of appointing a
dedicated cyber team. Two positions have been filled
and we are recruiting a further two posts.

An externally performed penetration test is being
scheduled for Q4 of 2022/23. Once the cyber posts
are in place, we will be in a position to proactively use

a number of cyber tools at our disposal. This includes:

SIEM, which is currently operational and staff are in
the process of being trained.

Defender for Endpoint, currently in the process of
being onboarded and,

Nessus, operated by the server team but will be
supported by the cyber department. We anticipate
that all roles will be appointed to by Q3 of 2022/23.
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Matter arising 7 — weaknesses in network security vulnerability assessments

Implementation date

Exhibit 8

We anticipate that all roles will be appointed to by Q3
of 2022/23.

Matter arising 8 — monitoring and review of user access to the WellSky
Hospital Pharmacy system can be strengthened

Findings

The Health Board implemented the WellSky hospital
pharmacy IT system in August 2021. WellSky is
centrally managed by Digital Health and Care Wales
(DHCW) and user access is based on standard role
profiles within the system, to access a menu of
projects, programs and reports.

While DHCW processes user access requests that
have been authorised by the WellSky systems
management team, there is no document that maps
all access profiles granted to the Health Board’s
users.

We understand that such a document is the Health
Board’s responsibility. We consider it good practice to
record and frequently update a summary document of
all user profiles, to enable the regular review of
access rights and that they remain appropriate.

Recommendation

The Health Board should strengthen its formal
monitoring of user access rights to the WellSky
system.

Also, the Health Board should ensure that its
monitoring is based on regular reviews, and a clear
and up-to-date record (retaining historic details) of all
users, and confirmation that each user’s access is
appropriate.

Accepted in full by Yes
management
0:?0%
7
0\9/3)@0 . .
Mané@ﬁent response The WellSky system management team will review
%% user access profiles by the end of March 2023, this
7
0.
N
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Matter arising 8 — monitoring and review of user access to the WellSky
Hospital Pharmacy system can be strengthened

will also include putting in place a regular annual
review process.

Implementation date 31 March 2023
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Recommendations from previous years’ audit

3 We raised six recommendations last year, all of which the Health Board’s
management fully accepted. We are satisfied that one of the recommendations has
been addressed. Exhibit 9 sets out the other five recommendations, which
management are addressing.

Exhibit 9: progress against previous years’ recommendations

Audit Recommendation Progress
Year
2019-20 The quality of some of the Health The Health Board
Board’s underlying working papers improved some of its
requires further improvement processes and records
The Health Board should review and for 2021-22 and we
simplify its supporting records for certain understand that it plans
areas of its annual financial statements, more improvements for
including the inappropriate use of manual 2022-23. We will
data entry (rather than formulas) within continue to liaise with the
spreadsheets. To aid the review the finance team on the
Health Board should liaise with us to improvements.
understand how some of the
documentation affects our audit.
2020-21 The Health Board should replace its The Health Board has an
unsupported Windows 2008 servers and ongoing programme in
W?7 devices. place to replace or
upgrade all affected
devices.
2020-21 The Health Board should update and test The Health Board is
its IT Disaster Recovery Plan (DRP) to reviewing and updating
gain assurance that IT systems can be its IT DRP as part of a
restored if needed. programme to refresh its
IT security
documentation.
2020-21 The Health Board should update its IT The Health Board is
change-control policy and procedure. updating its change-
4, control policy as part of
%}O% its new helpdesk system.
2%
>
ev) N
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2020-21 The Health Board should evaluate and The Health Board is
consider upgrading its IT1 and IT2 data currently reviewing its
centre controls. data centre rooms and is

considering whether to
decommission some of
them.

Page 15 of 16 - Audit of Accounts Report Addendum —Cardiff and Vale University Health Board

15/16 89/291



16/16

Archwilio Cymru
Audit Wales

Audit Wales
24 Cathedral Road
Cardiff CF11 9LJ

Tel: 029 2032 0500
Fax: 029 2032 0600
Textphone: 029 2032 0660

E-mail: info@audit.wales

Website: www.audit.wales

We welcome correspondence and
teJ%phone calls in Welsh and English.
yn croesawu gohebiaeth a
~-JQ ~
galvvag@@tl ffon yn Gymraeg a Saesneg.
%%
"%,
s

90/291


mailto:info@audit.wales
http://www.audit.wales/

Archwilio Cymru
Audit Wales

Estates Follow Up Review — Cardiff
and Vale University Health Board

Audit year: 2021

Date issued: August 2022

Document reference: 3083A2022



This document has been prepared for the internal use of Cardiff and Vale University
Health Board as part of work performed in accordance with statutory functions.

The Auditor General has a wide range of audit and related functions, including
auditing the accounts of Welsh NHS bodies, and reporting to the Senedd on the
economy, efficiency, and effectiveness with which those organisations have used their
resources. The Auditor General undertakes his work using staff and other resources
provided by the Wales Audit Office, which is a statutory board established for that
purpose and to monitor and advise the Auditor General.

Audit Wales is the non-statutory collective name for the Auditor General for Wales and
the Wales Audit Office, which are separate legal entities each with their own legal
functions as described above. Audit Wales is not a legal entity and itself does not have
any functions.

© Auditor General for Wales 2022

No liability is accepted by the Auditor General or the staff of the Wales Audit Office in
relation to any member, director, officer, or other employee in their individual capacity,
or to any third party in respect of this report.

In the event of receiving a request for information to which this document may be
relevant, attention is drawn to the Code of Practice issued under section 45 of the
Freedom of Information Act 2000. The section 45 Code sets out the practice in the
handling of requests that is expected of public authorities, including consultation with
relevant third parties. In relation to this document, the Auditor General for Wales and
Wales Audit Office are relevant third parties. Any enquiries regarding disclosure or re-
use of this document should be sent to Audit Wales at infoofficer@audit.wales.

We welcome correspondence and telephone calls in Welsh and English. Corresponding in
Welsh will not lead to delay. Rydym yn croesawu gohebiaeth a galwadau ffén yn Gymraeg a
Saesneg. Ni fydd gohebu yn Gymraeg yn arwain at oedi.
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Summary report

Introduction

1 Our 2017 Review of Estates found that Cardiff and Vale University Health Board
was taking positive steps to improve estate management but would benefit from
introducing a strategic plan to direct activities. We found that while the strategic
approach to estates management was improving, there was no overall estates
strategy in place. We also found that performance management and staff
engagement were improving, but the service was under-resourced compared to
the size and condition of the estate.

2 We made several recommendations for the Health Board to address to improve its
strategic approach to estate management, and ensure an economical, efficient,
and effective estates service.

3 Since our 2017 review, several drivers for change strengthen the need to
redevelop the Health Board’s estate to support future models of care and new
ways of working. These include:

o the risks to patient and staff safety arising from an aging estate;
o the need to achieve carbon reduction and sustainability ambitions; and
o addressing the legacy and ongoing impact of Covid-19.
4 The Health Board has an estates investment programme, which includes plans to

replace the University Hospital of Wales (UHW), refurbish the University Hospital
Llandough (UHL), and invest in Wellbeing Centres and Hubs. Parts of this
programme is underway, and some investment was expedited during the pandemic
to maintain safety and support new models of care and new ways of working. The
Health Board’s main challenge, therefore, is managing new developments
alongside maintaining the safety of the existing estate.

5 Our review considered how the Health Board has addressed our recommendations
in the context of the drivers for change described above. We undertook a high-level
assessment of the progress made by the Health Board to address our 2017
recommendations. In conducting this work, we:

o asked the Health Board to complete a self-assessment of progress;

o reviewed documentary evidence to support the self-assessment, as well as
Board and Committee papers; and

° interviewed Board members and several Health Board officers to discuss
progress, current issues, and future challenges.

6 A summary of our findings is set out in the following section with more detailed
information provided in Appendix 1.
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Our findings

7 Our overall conclusion is that the Health Board has increased its strategic
focus on the future estate but there is insufficient Board-level visibility of the
condition of the existing estate. Work has commenced to develop a new
estate strategy, which will be linked to the Health Board’s ten-year strategy
and capital plan. While there have been structural and process changes to
enable more effective estate service delivery, local and national workforce
shortages and pay differentials present significant and immediate risks to
maintaining a safe and effective service. In the longer-term, this presents
potential risks to the Health Board’s ability to sustain its existing estate while
it delivers on its programme of replacement and redevelopment.

8 In summary, the status of progress against each of the previous recommendations
is set out in Exhibit 1.

Exhibit 1: status of 2017 recommendations

Implemented No action Superseded Total

2 1 2 2 7

An Independent Member for capital and estates was appointed to the Board in
February 2020.

The Health Board has migrated from Backtraq estates management system to
MiCAD FM? software to better manage planned and reactive maintenance.

The Health Board reported that it developed and agreed an estates
management strategy in 2017, but despite several requests they were not able
to provide us with a copy. However, at the time of this review, the Health Board
was in the early stages of developing a new strategy for estates.

Whilst adopting zero-based budgeting was an ambition for the Health Board, it
has since determined that it is unfeasible with the current funding regime.

The Health Board has not implemented a system to inspect a percentage of
repairs each month. This means the Health Board has no arrangements in place
to provide assurance that work carried out is of a good quality and complies with
relevant safety standards.

Further work is needed to provide clear key performance indicators (KPI) for use
by the Estate and Facilities Service Board and to provide Board level
assurance.

The Health Board migrated its estate management system from Backtraq to
MiCAD FM. MiCAD includes a portal for staff to request repairs and relevant
staff have received training on the new system.

1 Micad FM software enables users to manage planned and reactive estate maintenance.
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Recommendations

9 In undertaking this work we have made three recommendations (see Exhibit 2),
which have been designed to enable the Health Board to address outstanding
issues. They also reflect drivers for change since our 2017 review. The Health
Board’s management response to these recommendations is summarised in
Appendix 2. [Appendix 2 will be completed once the report and management
response have been considered by the relevant committee.]

Exhibit 2: recommendations

Recommendations

Develop a fully-costed Estates Management Strategy

R1  The Health Board could not provide a copy of its estate management strategy,
which it reported was agreed in 2017. However, the Health Board is currently
in the early stages of developing a new estates strategy. The new strategy
should clearly set out:

e abaseline assessment of the condition of the current estate and the total
resources (including workforce) needed to maintain it against available
resources;

e how the estate will be maintained and resourced to the required standard
in the short- and medium-term; and

e plans for maintaining and investing in the current estate whilst
implementing its estates investment programme.

Introduce a system to inspect a percentage of repairs each month

R2  We found that the Health Board is yet to develop a system to inspect a
percentage of repairs each month. This is an essential element for any estate
maintenance service, providing vital assurance that work is being carried out
in compliance with the relevant safety and quality standards. The Health
Board should introduce a monthly inspection regime by March 2023.

Strengthen performance management

R3  We found that the Health Board is continuing to develop KPlIs for its estates
and facilities services but is yet to establish a suitable format to report the
06‘/2’5@ information internally and up to the Board for assurance. By March 2023, the
s’/%@@\se\zalth Board should ensure that:
V>ti’o@’a;gelevant estates and facilities KPIs are included in the integrated
Q'@ferformance report which is received by the Board; and
N
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Recommendations

e the KPlIs are linked to the new estates strategy.
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Appendix 1

Progress to address our 2017 recommendations

Exhibit 3: assessment of progress

Original recommendation to Status? Summary of progress
be addressed
R1. Ensure the estates service Implemented The Health Board appointed an Independent Member for Capital and Estates (IMCE) in

is represented at Board
level, prioritise recruiting an
independent Board Member
for estates.

February 2020. The IMCE has also been appointed as the Chair of the Finance Committee and
Chair of the Shaping Our Future Hospitals Committee (SOFHC). The IMCE is further informed
by:

e the Strategy and Delivery Committee, for briefings on capital allocation;

e the Board for details of capital programmes which are signed-off before going to Welsh
Government for approval; and

e Board member patient safety visits.

Through this combination of roles, there is scope to enhance the role of the IMCE to maintain a
perspective of short-, medium-. and long-term estates strategy and operation. There is also
potential to develop appropriate engagement opportunities between the IMCE and the Capital,
Estates and Facilities Team. While the IMCE’s role is not an operational one, she recognises
the importance of ensuring there is clear alignment between estate and facilities plans and

2 Gre@@g.indicates that the recommendation has been implemented; Amber indicates ongoing action to address the recommendation; Red
indicate&that insufficient or no action has been taken; and Blue indicates that the recommendation has been superseded.
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Original recommendation to
be addressed

Status?

Summary of progress

priorities over the short-, medium- and long-term. The Health Board will need to be highly adept
at responding to the short and long-term planning implications arising out of issues during the
programme of work.

The SOFHC met for the first time in July 2021 with a specific remit to oversee the Health
Board’s Shaping Our Future Hospitals Programme with its focus on shaping major future capital
developments. SOFHC meetings have been paused pending a response from Welsh
Government on the Health Board’s Outline Business Case, although the work of the SOFH
Programme Board is ongoing.

R2. Create a central log of
estates related issues and
actions resulting from
Clinical Board meetings.

Implemented

We previously reported that the Health Board’'s Backtraq estates management system recorded
repairs and maintenance jobs as well as generating performance data and reports. Data quality
was poor and a KPI for Backtraq compliance had been included on the estates and facilities
dashboard to help drive improvement.

The Health Board subsequently moved from the Backtraq system to its MiCAD FM system in
2021. The MiCAD FM system manages planned and reactive maintenance requests and is
aligned with asbestos location information held on MiCAD IPR, which meant that this data could
be aligned with compliance information already on the system, primarily the asbestos risk
register. As a result, staff are readily able to identify any asbestos risk that may be present in an
area where a repair or maintenance is needed. The MiCAD IPR system is also being used to
hold the Health Board’s existing building plans.
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Original recommendation to
be addressed

Status?

Summary of progress

R3. Develop a fully-costed
Estates Management
Strategy.

No action

The Health Board reported that it agreed a strategy for estates in 2017; however, it has not
been able to produce a copy. Therefore, we have not been able to see evidence of strategic
planning for the short and medium-term. The Health Board reported that it has started to
develop a new strategy for estates, which it plans to tie in with its capital plan and ten-year
strategy - ‘Shaping Our Future Wellbeing’ - which is also being refreshed [see
Recommendation 1]. The existing approach to planning is driven mainly by the prioritisation of
expenditure on maintenance, equipment replacement, and the need for new equipment.

There are several pressing reasons why a clear strategic plan for estates should be developed
and approved. While the work of the SOFH programme is in its early stages, there is a need to
understand what the complex relationship between shorter and longer-term strategy and plans
will look like. For example, changing timeframes for the delivery of new facilities will require the
ongoing review of plans for the maintenance and utilisation of existing facilities and equipment.
All partners will need to be fully engaged in that activity over a period of years to ensure
effective decision-making. The Health Board will need robust governance arrangements to
ensure oversight of the potential risks to the quality and safety of patient care, as well as the
inherent financial risks, arising out of its ambitious development programme.

Operational managers are concerned about the existing shortfall in workforce capacity, which is
largely due to difficulties in recruiting and retaining staff, and rates of staff sickness. They
expect that this situation will become even more pronounced. The age profile of the Health
Board’s estates and facilities workforce is skewed towards those approaching retirement.
Succession planning into senior roles is made more difficult because middle-grade staff have
been leaving. There are recruitment and retention difficulties across Wales in this aspect of the
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Original recommendation to Status? Summary of progress
be addressed

public sector, with better remuneration in, and accessibility to, jobs in the private sector. There
is competition for staff within the NHS as well, particularly in South-East Wales where several

health bodies are in close geographic proximity. We understand that at least one health body

has adjusted its pay rates to attract and retain staff.

The restructuring of the estates and facilities services into a single Service Board has enabled a
more efficient approach to service provision across the Health Board. The Director of Finance
recognised the historical reliance on bank and agency staff and is confident that down-stream
work within the estates and facilities function to improve operational processes will be vital to
addressing the situation. While agency staff are prohibitively expensive, they have become less
readily available.

However, when recruitment and development of apprentices and junior staff takes place,
existing staff find it difficult to spend time providing the necessary support. This situation will be
made more difficult with the end of the Recruit and Retention Payment (RRP) in October 2022,
having been temporarily extended in March 2022. The RRP is an incentive payment for
mechanical and electrical maintenance staff. The RRP was required and implemented by
Cardiff and Vale, Aneurin Bevan, and Cwm Taf Morgannwg University Health Boards.

Operational managers are less optimistic about the extent to which workforce issues can be

/09@,)) addressed. The Director of Capital, Estates and Facilities is seeking to escalate a risk to the
/90@,& Corporate Risk Register which relates to the impact of workforce shortages on maintaining
‘)90%6 safety and compliance. He has also presented a paper to the Management Executive
ng
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Original recommendation to Status? Summary of progress
be addressed

Committee which outlines the current situation, the impact of losing the RRP, and costed
options to help address the situation.

The Health Board should ensure that these workforce challenges are considered and
addressed as part of developing its new estate strategy [see Recommendation 1]

R4. Develop a zero-based Superseded Our recommendation to develop a zero-based estates budget to make provision for likely
estates budget that makes revenue costs arising from changes to the Health Board estate has not been implemented.
provision for likely revenue Zero-based budgeting was an ambition for the Health Board, but it has since determined that it
costs arising from changes is unfeasible with the current funding regime. However, as part of developing its new estate
to the Health Board estate, strategy the Health Board should have a baseline understanding of the condition of the current
such as new buildings. estate and the total resources needed to maintain it against available resources [see

Recommendation 1].

The Health Board provided us with comparative estates maintenance budget allocation data
from ERICS reports in England which we used in our original report. The data showed that the
financial allocation for estates maintenance at the Health Board was significantly less than the
amounts allocated to comparator sites in England. Data from more recent ERIC reports and
EFPMS* reports is set out in Exhibit 4. They show that the budget allocation per square metre

%% . . .
3 Estﬁt@g Returns Information Collection, NHS Digital
4 NHS Wg%s's Estates and Facilities Performance Management System - Welsh Health Estates
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Original recommendation to
be addressed

Status?

Summary of progress

remains significantly less than any comparator site in England and any other health board in

Wales.

Exhibit 4: Benchmarking estates maintenance budget allocation 2020-21

Health boards

Budget allocation

£ m? £/ m?
Cardiff and Vale University Health Board 5,262,710 388,109 14
[excluding St David’s Hospital] [4,752,186] [377,466] [13]
Betsi Cadwaladr University Health Board 14,425,312 389,717 37
Cwm Taf University Health Board 9,743,035 292,882 33
Hywel Dda University Health Board 5,489,526 189,613 29
Aneurin Bevan University Health Board 7,339,506 260,068 28
Swansea Bay University Health Board 6,236,423 248,387 25

Average £ / m? 31

English comparator NHS trusts Estates Maintenance m? £/ m?

£
Barts Health NHS Trust 19,255,105 445,498 43
Oxford University Hospitals NHS Trust 13,219,199 329,095 40
Nottingham University NHS Trust 12,997,316 327,446 40
Imperial College Healthcare NHS Trust 10,899,836 286,323 38
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Original recommendation to
be addressed

Status?

Summary of progress

University Hospitals of Leicester NHS Trust 8,493,708 303,124 28
Leeds Teaching Hospitals NHS Trust 12,773,621 509,226 25
Average £ / m? 36

Source: The Health Board from EFPMS reports for 2020-21 and English site data taken from
ERIC reports for 2020-21. Square meterage represents the gross internal floor-area and it is
assumed that the areas and costs are net of shared site users.

R5. Introduce a system to
inspect a percentage of
repairs each month.

No action

Having a system for random inspection of repairs and maintenance is an essential element for
any estates maintenance service, providing vital assurance that work is being carried out in
compliance with the relevant safety and quality standards. However, the Health Board has still
not implemented such a system [see Recommendation 2].

The Health Board intends to use the MiCAD FM system as a means of addressing the situation.
The system can produce reports that show the number and rate of completed works per week.
Senior managers would be able to use the reports to make a random selection of jobs to be
inspected by supervisors. The data captured could be included in KPI reports.

However, we understand that the main barrier to the implementation of this approach is the lack
of supervisory staff at operational level. It is an example of how staff shortages compromise the
Health Board’s ability to ensure the safety and quality of its facilities and equipment.
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Original recommendation to Status? Summary of progress
be addressed
R6. Strengthen performance Ongoing The Capital, Estates and Facilities Service Board is continuing to develop KPI and performance
management by: reports. For example, the Estates and Facilities Report and a dashboard supporting the Estates
- extending the new and Facilities People, Risk, Opportunities and People (PROP) Programme. But the Health
performance dashboard to Board acknowledges that further work is needed to develop these reports and measures
include KPlIs for the other further.
services covered by the At Board level, aside from periodic reporting of maintenance requests and resolution KPls, it
Service Board, and receives little information about estates maintenance. Estates management reporting is ad-hoc
* making greater use of the and split between committees. For example, the Health and Safety Committee receives
data captured through the assurance on statuary compliance and the Finance Committee receives assurance on capital
Backtraq repairs spend. Given the condition of the current estate and potential risks to patient and staff safety, it
maintenance system. is important that the Board receives regular assurance on estates maintenance. The Health
Board, therefore, should identify key measures to routinely include in its integrated performance
report, which is received at each Board meeting [see Recommendation 3].
R7. To ensure repairs are Superseded Recommendation 7 was superseded following the Health Board’s migration from Backtraq

correctly prioritised:
e run Backtraq refresher
training for help-desk
%%, staff; and

5% e review questions on call-
22N ; .
I handler’s scripts.
%
2

estates management system to MiCAD FM. Training was provided by MiCAD FM to help desk
staff following the migration. As a result of the pandemic, it was agreed that the training
sessions would be provided remotely over a three-day period in August 2020. The sessions
were split into two categories, one for the ‘superusers’ who are the members of staff who would
delegate work and create reports, and ‘helpdesk’ which was an entry level training sessions for
staff required to request maintenance jobs to familiarise themselves with the new system. The
MiCAD FM system provides direct access through the customer portal to register jobs. A
confirmation email is sent to confirm registration and completion of jobs.
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Appendix 2

Management response to audit recommendations

Exhibit 5: management response [This table will be completed once the report and detailed management response have been considered
by the relevant committee(s).]

Recommendation Management response Completion Responsible
date officer

Develop a fully-costed Estates
Management Strategy

R1  The Health Board could not provide a
copy of its estate management
strategy, which it reported was agreed
in 2017. However, the Health Board is
currently in the early stages of
developing a new estates strategy.
The new strategy should clearly set

out:

¢ a baseline assessment of the
04 condition of the current estate and
S . .

% the total resources (including
"oe»\% workforce) needed to maintain it
‘)og}/; against available resources;
"%
)
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Recommendation Management response Completion Responsible
date officer

¢ how the estate will be maintained
and resourced to the required
standard in the short- and medium-
term; and

e plans for maintaining and investing
in the current estate whilst
implementing its estates
investment programme.

Introduce a system to inspect a
percentage of repairs each month

R2 We found that the Health Board is yet
to develop a system to inspect a
percentage of repairs each month. This
is an essential element for any estate
maintenance service, providing vital
assurance that work is being carried
out in compliance with the relevant
safety and quality standards. The

"0 Health Board should introduce a

monthly inspection regime by March

9
© 09,2023

s
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Recommendation Management response Completion Responsible
date officer

Strengthen performance management

R3  We found that the Health Board is
continuing to develop KPIs for its
estates and facilities services but is
yet to establish a suitable format to
report the information internally and
up to the Board for assurance. By
March 2023, the Health Board should
ensure that:

e relevant estates and facilities KPls
are included in the integrated
performance report which is
received by the Board; and

e the KPIs are linked to the new
estates strategy.
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Audit Wales

Audit Wales
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Tel: 029 2032 0500
Fax: 029 2032 0600
Textphone: 029 2032 0660

E-mail: info@audit.wales
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We welcome correspondence and
% telephone calls in Welsh and English.
%, %oBydym yn croesawu gohebiaeth a
v’@}wadau fféon yn Gymraeg a Saesneg.
°o @/5

%,
s

19/19

109/291



: Declarations of Interest, Gifts and Agenda ltem @S
Report Title: Hospitality Tracking Report no.
Audit and [Public B\
Meeting: Assurance . ; 9 05.07.2022
. Private Date:
Committee -
Status -
Assurance Approval Y@l Information
FEE SEEIES Director of Corporate Governance

Report Author
(Title):

Main Report

Head of Risk and Regulation

Background and current situation:

As agreed by Audit & Assurance Committee an update on Declarations of Interest, Gifts, Hospitality
& Sponsorship would be provided to each Audit Committee for approval.

As described in the November 2021 report the procedure for Declarations of Interest now requires
employees to make a single declaration of interest during the period of their employment, only altering
it if their circumstances change (for example undertaking secondary employment). The declarations
of Gifts, Hospitality and Sponsorship is unaltered and remains an ‘as required’ process.

The Risk and Regulation Team have worked with Corporate Communications to design and implement
a Communication Plan that informs staff members of the following:

e The requirement to now submit a declaration of interest once. But, reinforcing the requirement
to update if personal circumstances change.

e That Declarations of Interest can now be made on ESR, and signposting to User and Manager
guides.

¢ The continuing need to declare Gifts, Hospitality and Sponsorship with specific emphasis being
given in Autumn (for Autumn International Rugby Tickets) and Christmas/New Year (for
seasonal gifts).

In addition to this plan the Risk and Regulation Team and the Health Board’s ESR lead delivered a
‘Declarations of Interest Power Hour’ on the 11t March to provide a guided example of how to make
use of ESR to declare interests and also to answer queries raised by those in attendance. Similar
sessions will be delivered throughout the year and in between sessions a recording of the meeting is
available online for all staff at the following address (which you will need to copy and paste into your
browser):

http://nww.cardiffandvale.wales.nhs.uk/pls/portal/url/I TEM/DA2BFD3832514293E0500489923C75E
C

It is hoped that the number of declarations returned will increase significantly by enhancing visibility of
the process, and the ease by which declarations can be recorded via ESR.

Executive Director Opinion and Key Issues to bring to the attention of the Board/Committee:
The%i%ing Declarations have been received and included on the register which covers the period

01 Apr o,tg 25 August 2022:
o 1,69§@,eclarations of Interests, Gifts, Hospitality & Sponsorship Forms have been recorded
on the régister. This represents a 1.3% increase in submissions following the July 2022

Committee Meeting.
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o 78.4% of staff banded 8a and above have returned their declaration forms.

e The Declarations of Interests, Gifts, Hospitality and Sponsorship forms received are RAG
rated by the Corporate Governance Officer to ensure appropriate action and monitoring. The
RAG rating system is as follows:

Level of Conflict Key:

High Conflict which needs managing

Potential Conflict - Line Manager should be made aware and
expectation that declaration is updated should conflict arise

No cause for concern

97.33% of Declarations received are rated Green (337 Declarations).

2.66% of Declarations received are rated (8 Declarations).

0.01% of Declarations are rated Red (1 Declaration).

The 9 entries recorded as medium and high potential conflicts can be summarised as follows:

- The 1 High Risk Conflict concerns a Health Board Director who has taken on secondary
employment with a company that the Health Board has historically and continues to contract
with. The arrangement has been and will continue to be overseen by senior executive
colleagues to prevent any conflict from manifesting itself.

- The 7 medium risk conflicts can be broken down into two categories:

- One declaration that would only result in a conflict in procurement scenarios and would
be picked up by the Health Board’s internal procurement systems in the event that a
potential conflict could be perceived; and

- Sixinstances of secondary employment or roles within external organisations that have
been notified to appropriate line managers to be managed so as to avoid conflict
arising.

A register of all interests can be found at the following link (which will need to be copied and pasted
into a web browser to access): hitps://cavuhb.nhs.wales/about-us/governance-and-
assurance/register-of-interests-gifts-and-hospitality/

Analysis of declarations of interest received suggests reasonable success from the recent ‘advertising
campaign’ albeit the frequency with which declarations have been received has slowed over the
summer months.

The Health Board has agreed to participate in a national Pilot with Welsh Government to improve the
way in which Declarations of Interest are recorded to enable patients to be better informed about the
care that they receive following the recommendations contained within The Cumberlege Report “First
do no harm”, specifically recommendation 8, “Expand the GMC register to capture financial and non-
pecuniary interests for all doctors, with mandatory reporting of payments made to hospitals, research
/nst/tuglons and individual clinicians made by the pharmaceutical and medical devices industry’.

The g&gég]ment partially accepted this recommendation although it was felt that the GMC register
was not ﬁ'ie? lace to hold this information. It is intended that it becomes a regulatory requirement that
all reglstere&gnealthcare professionals (i.e. not just doctors) should declare their relevant interests to
be published ?qeally at employer level. For us this will mean undertaking a targeted push to secure
Declarations of Interest from all registered doctors (in the first instance) employed by the Health Board.
As part of this process a revised communications campaign and a cleanse of the Health Board’s
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Declarations of Interest register will be undertaken to ensure that the most up to date information is
held for all staff.

It is hoped that this process will encourage more staff to engage and submit declarations over the
coming months.

Recommendation:

The Committee are requested to:

¢ NOTE the ongoing work being undertaken within Standards of Behaviour
e APPROVE the Declarations of Interest, Gifts, Hospitality & Sponsorship Register.

Link to Strategic Objectives of Shaping our Future Wellbeing:

Please tick as relevant

1. Reduce health inequalities 6. Have a planned care system where
demand and capacity are in balance
2. Deliver outcomes that matter to 7. Be a great place to work and learn
people
3. All take responsibility for improving 8. Work better together with partners to
our health and wellbeing deliver care and support across care

sectors, making best use of our people
and technology

4. Offer services that deliver the X 9. Reduce harm, waste and variation
population health our citizens are sustainably making best use of the
entitled to expect resources available to us

5. Have an unplanned (emergency) 10. Excel at teaching, research, innovation
care system that provides the right and improvement and provide an

care, in the right place, first time environment where innovation thrives

Five Ways of Working (Sustainable Development Principles) considered
Please tick as relevant

Prevention Long term Integration Collaboration Involvement
Impact Assessment:

Please state yes or no for each category. If yes please provide further details.
Risk: Yes

There is a risk that non-declaration of an interest by staff members could result in breaches of legal and/or
regulatory requirements, specifically in a procurement context. The ongoing management and development of
the Health Board’s Standards of Behaviour Policy and associated procedures mitigates this risk by ensuring

that staff members are aware of their obligations in this regard.

Safety: Yes/No
N/A

Financial: Yes/No
N/A

Workforce: Yes/No
N/A 4,

%%,
Legal:oﬁ%sﬁ\‘lo
N/A "902»%

%
Reputational: Yes
Should staff members fail to comply with the Health Board’s Standards of Behaviour Policy and examples of
this are made public, there is a possibility that this could have an adverse reputational impact on the Health

Board and its staff body. The ongoing management and development of the Health Board’s Standards of
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Behaviour Policy and associated procedures mitigates this risk by ensuring that staff members are aware of
their obligations in this regard.

Socio Economic: Yes/No
N/A

Equality and Health: Yes/No
N/A

Decarbonisation: Yes/No
N/A

Approval/Scrutiny Route:

Committee/Group/Exec | Date:
N/A

4/4 113/291



High Conflict which needs Managing
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