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	Risk Management Procedure


	Introduction and Aim

The University Health Board (the UHB) will face a number of risks which, if unmanaged, will threaten the achievement of its goals and objectives.  

The Board describes its commitment to delivering effective risk management in the UHB 470 - Risk Management and Board Assurance Framework Strategy   
This Guide is an adjunct to the strategy and has been written to provide risk leads at ward/departmental or clinical board level with detailed guidance on the risk management process, conduct of risk assessment and the purpose and use of risk registers. 


	Objectives
This procedure is intended to define the Risk Management process and:
· Guide users on Risk Assessment purpose and techniques.

· Guide users on Risk Treatment purpose and techniques.

· Provide considerations for monitoring and reviewing the Risk Management Process.
And to define the Risk Assessment and Risk Register procedures to:
· Provide guidance on risk description and risk scoring to enable consistency in the expression of risk by staff from a variety of roles and professions. 
· Identify the purpose of initial, current and target risk ratings. 
· Clarify who is responsible throughout the process from identification to resolution.
· Specify how risks will be considered, prioritised and managed within the UHB.
· Provide a mechanism to identify if a risk is tolerable considering the risk rating, risk appetite and the actions being taken to deal with the risk.


	Scope

This procedure applies to all UHB staff in all locations, including those with Honorary Contracts.     



	Equality Impact Assessment 
	An Equality Impact Assessment has been written to support implementation of the Risk Management Strategy and Board Assurance Framework Strategy. The Equality Impact Assessment found no impact.   

	Documents to read alongside this Procedure 
	UHB 021 - Health and Safety Policy 

UHB 022- Fire Safety Policy
UHB 034 - Lone Worker Policy 
UHB 060 - Maternity Risk Assessment Procedure  

UHB 088 - Display Screen Equipment Procedure 
UHB 089 - Control of Substances Hazardous to Health (COSHH) Procedure 

UHB 119 - Mental Health Clinical Risk Assessment and Management Policy 

UHB 287 - Information Risk Management Procedure
UHB 344 - Ionising Radiation Risk Management Policy 

UHB 377 - Safety Notices and Important Documents Management Procedure  

UHB 433 - Incident, Hazard and Near Miss Reporting Procedure 

UHB 467 - Health and Safety Risk Assessment Procedure 



	Approved by
	Director of Corporate Governance

	Accountable Executive or Clinical Board Director


	Director of Corporate Governance



	Author(s)


	Risk and Regulation Officer

	Disclaimer

If the review date of this document has passed please ensure that the version you are using is the most up to date either by contacting the document author 


	Summary of reviews/amendments

	Version Number
3
	Date of Review Approved
29/07/2021
	Date Published

30/07/2021
	Summary of Amendments

· Re-formatted.
· Interactive forms added.

	

	Contents
	Page Number

	
	Introduction
	4

	Part One: The Risk Management Process
	

	1.1
	The Definition of Risk
	4

	1.1.1
	Types of Risk
	

	1.2
	The Risk Management Process
	6

	1.2.1
	· Risk Context
	6

	1.2.2
	· Risk Identification
	7

	1.2.3
	· Risk Analysis
	9

	1.2.4
	· Risk Evaluation
	10

	1.2.5
	· Risk Treatment
	11

	1.2.6
	· Monitoring and Reviewing Risk
	13

	Part Two: Guidance on Risk Assessment and Risk Registers

	2.1
	Completing Risk Assessments
	14

	2.1.1
	· Risk Titles
	14

	2.1.2
	· Risk Description
	14

	2.1.3
	· Risk Scoring
	15

	2.1.4
	· Gaps in Control
	16

	2.1.5
	· Assurance
	16

	2.1.6
	· Actions
	16

	2.2
	Monitoring and Review of the Risk Register
	17

	2.3
	Risk Registers
	

	2.3.1
	Low to Moderate Risks
	18

	2.3.2
	High Risks
	18

	2.3.3
	Extreme Risks
	18

	2.3.4
	The Corporate Risk Register
	18

	2.3.5
	Risk Acceptance or Risk Closure
	19

	2.4
	Glossary of Risk Management Terminology
	19

	Appendices

	1
	Risk Assessment Form 

	2
	Risk Register Template 


Introduction

Health services are inherently risky: their core activities involve a response to unpredictable events where the potential for harm or loss (both financial and non-financial) is high. Health services need to be aware of the risks they face and have procedures in place to manage these risks in the interests of both the organisation, their patients, staff, visitors and on occasion the wider public interest. 
Risk management is the systematic identification, assessment and evaluation of risk. The UHB is committed to developing and implementing a Risk Management and Board Assurance Framework Strategy that identifies, analyses, evaluates and controls the risks that threaten the delivery of the UHB’s strategic objectives and through pre-emption and reaction minimise the harm that clinical or resourcing errors can cause to patients, service users, staff or visitors.

The UHB’s Risk Management and Board Assurance Framework Strategy is designed to provide guidance to all staff within the organisation on the management of strategic and operational risks through the completion and maintenance of Clinical Board and Corporate Directorate Risk Registers, the Corporate Risk Register and Board Assurance Framework. This document is subordinate to that strategy and is designed to provide amplifying guidance on the Risk Management Process (Part One) and a more detailed explanation of the Risk Assessment Process (Part Two). 
PART 1: THE RISK MANAGEMENT PROCESS
1.1  Definition of Risk

There are many definitions of risk, with some implying that risk is something which should always be avoided. However, without any risk there would be very few opportunities or innovations. Modernising and improving our services requires the UHB to take opportunities whilst managing risk. For the purpose of its overall risk management activities the UHB defines risk as: 

“The effect of uncertainty on the organisation’s ability to achieve its objectives or successfully execute its strategies.” 
We operate in an uncertain world.  Whenever we try to achieve an objective, there’s always the chance that things will not go according to plan. Every undertaking has an element of uncertainty and some uncertainties have potential for risk. Risks may have more than one potential impact. Through analysis and targeted action, the quantity of uncertainties or their potential impact can usually be reduced. 
Risk deals with uncertainties. Once a risk has occurred it is no longer uncertain and therefore becomes an issue to be managed; the management of issues is beyond the remit of this guide.  
1.1.1  Risk Types 

The types of risk faced by the Health Board occur at two levels: 

Strategic Risks: These are those risks that represent major threats to achieving the UHB’s strategic objectives, or to its continued existence. Strategic risks can include key operational failures which would be very damaging to the achievement of strategic objectives if they materialised. Being clear about strategic risk enables the Board to be sure that the information it receives is relevant to the achievement of these objectives. 

Operational Risks: These concern the day-to-day risks that the UHB faces, which if they occur could adversely impact on operational activity rather than strategic objectives. Operational risks arise from a variety of hazards and threats that may impact on patient safety, health and safety, service quality, financial governance etc. Operational risks have the potential to stop the Health Board achieving nationally or locally agreed targets or may have such an impact on service delivery that the Health Board is in breach of contract. Operational risks may also result in reputational harm. These risks are the responsibility of line management and should generally be identified and managed at the lowest possible level, with escalation to a higher level usually determined by the grading/scoring of the risk in accordance with the UHB’s Risk Management and Board Assurance Framework Strategy. 
The risks faced by the UHB can have a variety of causes and may exist across a variety of domains such as risks to patient safety, health and safety, financial governance, reputation etc. All risks, irrespective of cause/type, will be recorded and managed in a consistent way as described in the Risk Management and Board Assurance Framework Strategy.  

	Risk is the effect of uncertainty on the organisation’s ability to achieve its objectives or successfully execute its strategies.
Once a risk has occurred it is no longer uncertain and it therefore becomes an issue.
The types of risk faced by the UHB fall into two categories; strategic and operational. The risks may occur in a variety of domains.



1.2  The Risk Management Process
The risk management process is depicted at figure 1. It is an iterative process that requires communication, consultation and regular monitoring and review to achieve optimal efficiency. The first ‘step’ in the process is establishing the context for the risk assessment. The risk assessment then involves the identification, analysis and evaluation of risk. Once a risk has been identified and understood through this process, decisions can be made with regard to how to treat the risk. At all stages of risk management there is a consistent need for monitoring and review of the process, with communication and consultation across all stakeholders. 
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Figure1: ISO 31000 Risk Management Process. 
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1.2.1 Establishing the Context.  To better enable risk assessment, communication and monitoring it is good practice to consider the overall context in which the other elements of the risk management process will occur. The context can be broken down into external and internal factors. Some examples of external factors are:

· National Health and Well-being initiatives.
· Service user expectations of high quality and safe services.

· Service user advocacy groups. 

· Professional bodies. 

· Legislation e.g. The Health and Safety Act 1974, The Mental Health Act 2007. 

Some example of internal factors are:

· Results of internal audits and assurance processes. 
· UHB policies and procedures. 

· Project requirements or terms of reference. 

It is useful to identify stakeholders at this stage. This is not just the people or groups potentially affected by the risk but also those who might be in a position to reduce or eliminate the risk and whose support might need to be sought. Since risks are linked to objectives it is also important, when appreciating context, to understand the UHB’s strategic objectives as well as the objectives and issues relevant at a more local level within a department, speciality or clinical board.  
	Risk management is an iterative process. 

Good risk management is about more than good risk assessment – communication and monitoring are essential. 

It is important to understand the context for a potential risk event before assessing a risk.

Understanding context can be improved by focussing on external and internal factors.


1.2.2 Risk Identification

This is the process of identifying the type and nature of risk. Focus on this step is critical as without a sound understanding of the risk the remainder of the assessment process is flawed. A formal risk identification process is needed to identify:
· The extent and nature of risks.
· The circumstances under which risks may arise.
· The causes and potential contributing factors.
The aim is to identify the risks that patients, staff, volunteers or visitors may be exposed to, and/or, the risks that may prevent the UHB from achieving its objectives. Risks can generally be categorised as:

· Risks to the safety of patients, staff and the public. 
· Risks to the quality of service provided by the UHB. 

· Risks to the availability, competence or organisational development of human resources. 

· Risks to compliance with statutory duties or standards.

· Risks to objectives and projects.

· Risks to business continuity. 

· Risks to reputation.

· Risks to finances.

· Risks to the environment. 

It is important to note that if a risk event occurs it may impact on more than one of these categories and this may need to be considered when assessing risk. For example, a safety incident may result in injury to a patient but could also breach health and safety law resulting in a fine (financial) and result in press coverage which harms the UHB’s reputation. 
Proactive risk identification.  Proactive risk assessment enables the UHB to identify actual or potential hazards and ensure that adequate control measures are in place to mitigate the risk. Proactive risk assessment is often a requirement to meet statutory duty e.g. Health and Safety risk assessments.  

Reactive risk identification.  The aim of effective risk management is to be proactive i.e. to identify risk early and either prevent its occurrence, reduce the likelihood of its occurrence or reduce the impact if it does occur. However, it is recognised that this is not always feasible and therefore reactive risk assessment has a role. Reactive risk assessments should take place after adverse events or near misses. This recognises the possibility that, with appropriate action, the likelihood of a similar incident occurring again can be reduced and/or the impact of any repeat event can be minimised. For example, post incident root-cause analysis, audit or a service review may identify new risks.  

There are a variety of sources and methods for identifying risk. Quite often people focus on incident reporting, and although this is important, there are other, often equally important, sources of risk information, some of which are outlined in Figure 2. 
	REACTIVE
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	PROACTIVE

	
	Complaints-Accidents-Adverse Incidents-Claims-HR-Staff Turnover-Sickness Absence-Stress Assessments-Exit Interviews
	-----------
	Risk Assessments-Internal audits and inspections-Consumer consultation
	

	
	--------------
	Service User
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	Hazard Warnings-Media-FOI-Coroners Reports-Public Inquiries-Incidents occurring ‘elsewhere’
	---------
	Accreditation processes-External audits and inspections-National Patient Surveys-Independent Reviews-Professional Bodies
	

	
	EXTERNAL
	

	Figure 2: Potential Sources of Risk Information


Some areas of risk may be perceived as being ‘entirely clinical’ or ‘entirely management’. While it is certainly useful for local clinical and management teams to conduct initial work in identifying risks specific to their area of expertise it is essential for an integrated system that at some point clinical and management teams work together to develop a comprehensive, organisational risk register. 
	Risk identification determines the nature of risks, the circumstances under which they may arise and the causes and potential contributing factors. 

Risks can generally be categorised according to which aspects of operational activity may be impacted if the risk occurs. 

Risk identification can be both proactive and reactive. 


1.2.3 Risk Analysis
The purpose of risk analysis is to understand the nature of risk and where appropriate the level of threat that it poses. A risk event can have multiple causes and consequences, and can affect multiple objectives. Risk analysis involves a detailed consideration of uncertainties, risk sources, consequences, likelihood, events, scenarios, controls and their effectiveness. 
Risk analysis should consider factors such as:

· The likelihood of risk events occurring. 
· The magnitude (or consequences) that a risk will have on objectives if the risk event occurs. 
· The complexity of the risk and any connectivity it may have to other risks or objectives. 
· Any time-related factors that may influence likelihood or consequence. 
· The confidence (i.e. assurance) held in the effectiveness of existing controls.
Risk analysis can be undertaken with varying degrees of detail and complexity, depending on the purpose of the analysis, the availability and reliability of information and the resources available. Analysis techniques can be qualitative, quantitative or a combination of these, depending on the circumstances and intended use. The risk analysis may be influenced by any divergence of opinions, biases, perceptions of risk and judgements. Additional influences are the quality of the information used, the assumptions and exclusions made, any limitations of the techniques and how they are executed. These influences should be considered, and where relevant documented and communicated. 
Highly uncertain events can be difficult to quantify. This can be an issue when analysing events with severe consequences. In such cases, using a combination of techniques generally provides greater insight.
Risk analysis provides an input to risk evaluation, to decisions on whether risk needs to be treated and, if to be treated, the most appropriate risk treatment strategy and methods. 
	Risk analysis considers:

· The likelihood of risks occurring. 

· The impact that a risk will have on objectives if the risk occurs. 

· The complexity of the risk and any connection it may have to other objectives or known risks. 

· Any time related factors that may influence likelihood, consequence or later risk treatment options. 

· The level of confidence held in the effectiveness of existing controls. 
 


1.2.4 Risk Evaluation

Risk evaluation involves comparing the results of the risk analysis with the established risk criteria and Risk Appetite to determine what action is required. 
Cardiff and Vale University Health Board’s Risk Appetite is published in the Risk Management and Board Assurance Framework Strategy. Risk Appetite describes the "Amount and type of risk that an organisation is prepared to pursue, retain or take” (ISO 31000).  As such it helps us set an appropriate balance between uncontrolled innovation and excessive caution. It guides on the level of risk permitted, encourages consistency of approach across the Health Board, and prevents the expenditure of time/resources on further reducing risks that are already at an acceptable level to the organisation. 
Where possible risk evaluation might also include consideration of when a risk event might occur. This measure aims to identify Risk Proximity. Risk proximity is a consideration of the time period in which risk events may occur. It could be that risks will be more likely to manifest themselves at particular times, and awareness of these times will enable focused pre-emptive risk treatments. Awareness of ‘risk time’ can also enable a balanced focus on risks, allowing a greater emphasis on those risks that are likely to occur in the short term. Finally, risk proximity also allows identification of the potential for simultaneous risk events. This may be important because simultaneously occurring risk events might require similar (and scarce) risk treatments and thus pre-emptive planning may be required to mitigate the impact of these simultaneous events.
	The output from risk evaluation is a decision to either:

· Undertake further analysis to better understand the risk before making a final decision.
· Terminate the risk i.e. avoiding the activity, process or practice that may give rise to the risk. Or adjusting the activity, process or practice to remove the risk.  
· Tolerate the risk i.e. accept the risk as it is without taking any action to mitigate or reduce the risk. This would occur because the cost/effort of risk reduction or mitigation activity are not cost effective or the risk impact is acceptable (i.e. within the current risk appetite).  

· Treat the risk. This will occur when the risk cannot be terminated, is intolerable (i.e. beyond the current risk appetite) and cannot be transferred. Options for reducing the likelihood of occurrence or minimising the impact are identified.
· Transfer the risk. This can be achieved through various forms of insurance or the payment to third parties who are prepared to take the risk on behalf of the organisation. This will usually only be an option for risks related to financial management or commercial activities.  


1.2.5 Risk Treatment

The purpose of risk treatment is to select and implement options likely to reduce the negative effects of the risk or enable the opportunities that may result from a risk being realised. Risk treatment is a process that requires:

· The planning and implementing of risk treatment(s).

· Assessing the effectiveness of the treatment(s).

· Deciding whether the remaining risk (sometimes described as residual risk) is acceptable.

· And if not acceptable, deciding what further treatment is required.

Risk treatments even if carefully designed and implemented might not produce the expected outcomes and could produce unintended consequences. Therefore, monitoring and review need to be an integral part of risk treatment implementation to give assurance that the different forms of treatment become and remain effective. If the risk cannot be avoided, if there are no treatment options available or if treatment options do not sufficiently modify the risk then the risk should be kept under ongoing review. 
Controls. A control is any active measure or action that modifies (i.e. treats) risk in the intended manner. Controls may be policies, procedures, practices, processes, technologies, techniques, methods, or devices. They can also be modifications to existing controls e.g. modifying existing vaccination training packages to incorporate the specific requirements of a new vaccine.  
It is sometimes helpful to consider Pre-Event Controls and Post-Event Controls; both may be relevant in reducing a risk. Pre-Event Controls seek to reduce the likelihood of a risk event occurring, and Post-Event Controls seek to reduce the consequence(s) of a risk event if it occurs. Differentiating controls in this way can help in the prioritisation of management focus and coordination of risk management actions. 

Example: ABS braking systems are a pre-event control designed to reduce the likelihood of vehicle collision, whereas seatbelts are a post event control designed to reduce driver/passenger injuries (consequence) if collision occurs. 
Once imposed, risk treatments may subsequently fail to modify the risk or fail to operate in the way that was originally intended. It is also worth noting that newly created and imposed treatments may not be immediately effective – they need time to ‘bed in’. An essential aspect of risk management is the prior identification, implementation and ongoing monitoring of the risk assurance process. The effectiveness of controls is assessed by internal and/or external assurance processes. Any currently absent or ineffective risk treatments are described as Gaps in Control. Any identified gaps in control are recorded on risk registers and subsequent actions to regain control are identified and recorded.  

Example: An increase in suitably qualified and experienced (SQEP) staff has been identified as a risk treatment for a patient safety risk. This will be achieved through recruiting new SQEP staff and ‘up’ training existing staff. However, these new staff will take time to recruit, and a training provider is not yet identified– so there is a current gap in control. Corresponding action is to ensure the minimum essential cover needed to reduce the risk as low as reasonably practicable. This could be achieved through an altered shift pattern for the existing SQEP staff, temporary re-deployment of SQEP staff from another ward, and temporary use of SQEP agency staff. 
	Controls are any active measure or action that modifies risk in the intended manner. 

Controls may subsequently fail to achieve the intended effect. Therefore, monitoring of their ongoing effectiveness is required. Gaps in Control are revealed through internal or external assurance processes. 

Gaps in Control should be recorded and subject to specific rectifying action. 


1.2.6 Monitoring and Reviewing Risks

Risk is not static – it is dynamic and evolutionary. Therefore, continuous monitoring and reviewing of the risk control system is essential. 

The ‘vehicle’ for the monitoring and review of risk is the risk register. The risk register must contain details related to the risk such as the type of risk, its context, the risk ratings, the agreed corrective measures/action plan, persons responsible and review dates. 

Departments, Specialities and Clinical Boards will establish their own routines and processes for risk monitoring and review, and the rhythm of these routines will often be dictated by the timings of higher level UHB activity. Beyond specific risk review meetings there are frequent opportunities to incorporate risk monitoring and review into routine activity. For example, Clinical Board meetings or multidisciplinary team meetings may have risk monitoring and review as standing items on their agendas. It is notable that most organisations with mature and highly effective risk management processes have their risk control systems embedded into routine management activity. 
Due to the dynamic nature of risk it is important to monitor whether the nature of risk has changed over time, resulting in altered consequence and/or likelihood. Where time (or risk proximity) is relevant it is also good practice to monitor changes to the anticipated timing of a risk event, to ensure that triggers and reactive mitigations remain relevant. 
	Risk is dynamic therefore continuous monitoring of the risk control system is essential.   
To optimise monitoring and management actions, the risk register must contain details related to the risk such as the type of risk, its context, the risk ratings, the agreed corrective measures/action plan, persons responsible and review dates.




PART 2: GUIDANCE ON RISK ASSESSMENT AND RISK REGISTER PROCESS
2.1 Process for Completing Risk Assessments
2.1.1 Decide a Risk Title.  The purpose of the risk title is primarily to enable tracking of the risk as it develops and, if necessary, as it progresses through escalation. Therefore, the risk title should provide a succinct description of the risk and ensure distinction from other risks of a similar nature. 

2.1.2 Write a Risk Description. Early creation of an accurate, succinct and structured risk description significantly improves the risk management process. 
Some risks may need to be escalated, for example from Directorate Risk Register to Clinical Board Risk Register. As risks ‘percolate’ up the risk reporting hierarchy there is likely to be increasing unfamiliarity with terminology and abbreviations used by local level subject matter experts. It should also be noted that risks escalated to the Corporate Risk Register will be placed in the public domain and all registers held below this level may be released for public scrutiny following appropriate access requests. Therefore, when writing risk descriptions, and especially context, it is a good discipline to write with a ‘lay reader’ in mind and avoid (or succinctly explain) specialist terminologies or abbreviations.   
A well-written risk description contains three main elements:
a. Context – A summary of the relevant background facts. These may include prior decisions, assumptions, timelines, dependencies and relevant objectives. 
b. Source(s) of uncertainty / Cause Event - The currently existing conditions that create the risk i.e. the factors that may cause the risk to occur and/or influence the extent of its effect. 
c. Consequence / Impact - The impact to the Programme, Service and/or Organisation in the event of the risk occurring.  Consequence could also result in opportunities that may surface in managing the risk.
The structure of a risk description can be compared to the telling of a story in which there is a beginning, a middle and an end:

	A beginning (i.e. a setting)
	‘Due to….’
	Context

	A middle (something of interest)
	‘The following might occur…’
	Risk Cause or Risk Event

	An end (significance/importance)
	‘Which could result in…’
	Consequence or Impact


The following example illustrates the relationship between context, cause, risk and impact:
Context. Nursing staff on an acute medical ward are required to use ‘X’ infusion pump. The ‘X’ pump is a new design that differs significantly from the infusion pumps previously used. The pump may be used on up to 30 patient interventions per day. No other type of infusion pump is available.
Cause. An internal audit has identified that this piece of equipment is often used incorrectly as staff are not trained appropriately. A recent DATIX trend identifies near misses from the incorrect use of this equipment and an internal audit has confirmed the causation between absent relevant training and potential harm. 
Risk. There is a risk that this equipment may be used incorrectly if staff are untrained.  
Impact. This could lead to medication errors resulting in; patient harm, patient complaints, notifiable incidents, statutory non-compliance.
2.1.3 Risk Scoring

Complete the Initial Risk Score.  The initial risk score is calculated without consideration of any risk treatment (controls). As such it represents the organic, worst case scenario. 
The Risk Management and Board Assurance Framework Strategy (Appendix 3) provides descriptors of severity levels and frequency that are essential when deriving risk scores.  The descriptors are designed to ensure that they can apply equally to the impact on the safety of patients and staff, the risk of complaints, adverse media coverage, business objectives etc. 

The consequence is given a numerical score by considering the severity of the risk on the scale of Negligible (1) through to Catastrophic (5). The likelihood is measured by considering how often an event will occur on a scale of Rare (1) through to Almost Certain (5).   

The Consequence and Likelihood are then multiplied to give the Initial Risk Rating.  The Initial Risk Rating is plotted on the Risk Matrix (see Figure 3). This identifies whether the risk is a Low (1-3), Moderate (4-6), High (8-12) or Extreme Risk (15-25) to the UHB. 
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	Figure 3: Risk Matrix from The Risk Management and Board Assurance Framework Strategy


Complete the Current Risk Score. The Current Risk Score takes the Initial Risk Score and re-assesses it with consideration of the effect these controls have on consequence, and/or likelihood. These control measures should be prioritised so that the actions likely to have the best effect are taken first.

The consequence if a risk occurs will seldom alter but, with effective controls in place the likelihood of the risk should reduce. Therefore, it will usual for the current risk rating score to be lower than that provided for the initial risk rating. 

Complete the Target Risk Score. The target risk rating is the level of risk that the organisation is happy to tolerate. The UHB Risk Appetite statement provides further guidance on the level of tolerable risk. The target risk score can also be seen as a projection of how the risk should look having been reduced as low as reasonably practicable. 

There is a relationship between the current risk score and the target risk score. If the current risk score is higher than the target risk score there is a remaining requirement for ‘action’ to further reduce either the likelihood or consequence of the risk. This remaining action is the action plan described in the actions element of the risk assessment table. 

2.1.4  Gaps in Controls

Having calculated and recorded the current risk rating the next step is to record current gaps in control (a full description of Gaps in Control is provided in Part 1).  Any gaps in control will need to be closed and therefore actions to reduce or eliminate gaps in controls should be planned, monitored and recorded.  
2.1.5 Assurances

Assurances are evidence that the controls are working in the intended manner (as described in Risk Treatment at Part 1).

Gaps in Assurance. A gap in assurance demonstrates that insufficient evidence is available to demonstrate that a control is working effectively. Gaps in assurance need to be closed and therefore actions to reduce or eliminate gaps in assurance should be planned, monitored and recorded.  
2.1.6  Actions
The actions area of the risk assessment should list all actions required to further mitigate or manage the risks. More specifically the actions table is a list of actions needed to close gaps in control or actions needed to close gaps in assurance. Actions should be SMART
 and have an owner assigned in addition to a target date for completion.
2.2  Monitoring and Review of the Risk Assessment 

Risk assessments should be suitable and sufficient and where the form has been fully completed and the latest information/guidelines considered, it is likely to meet these requirements. The Risk Assessment should be signed off by the Assessor, Risk Owner and Directorate Manager and assigned to the most appropriate risk register, according to its risk level. 
The score of a particular risk will determine at what level decisions on acceptability of the risk should be made and to whom it should be reported. General guidelines for risk escalation are as follows:

	Risk Level
	Score
	Action

	Extreme Risk
	15 - 25
	Risks greater than 20 to be reported immediately to the relevant Executive Director who will inform the Chief Executive. In the event that this may cause delay, the Clinical Board Director can report directly to the Chief Executive. Risks of 20 or greater also reported to Risk and Regulation team for recording on the Corporate Risk Register. 

	High Risk
	8-12
	Report to Clinical Board or for Corporate Directorates to the Executive Director. Risk placed onto Clinical Board or Corporate Directorate Risk Register.

	Moderate Risk
	4-6
	Report to Heads of Service with proposed treatment/action plans, for specific monitoring. Risk placed onto Ward/Departmental Risk Register

	Low Risk
	1-3
	Report to local manager for local action to reduce risk. Risk placed onto Ward/Departmental Risk Register

	Figure 4: Actions according to Risk Level.


All recorded risk assessments must have a review date and all local risks should be reviewed and updated monthly as a minimum. The review date will initially be set by those recording the assessment but risk owning executives/managers may subsequently direct the review schedule according to how they are influenced by the risk rating.  

As Risk Assessments are reviewed, the appropriate Risk Register should be updated to illustrate the date of review and any changes to controls, assurances or action plans.       

Risk Assessments should be retained whilst they remain current, and for 12 months following the date of their acceptance or closure (as described in para 2.3.5).

2.3  Risk Registers

A risk register is a central collation of risks recorded in order to inform the decision making of managers, risk committees and potentially the UHB. The Risk Register records all identified risks; it then progressively describes their controls, their risk scores and any ongoing action necessary to reduce the risk as low as reasonably practicable. 

Each risk should be assigned a Risk Owner (e.g. Ward Manager at Ward Level, Clinical Board Director at Clinical Board Level etc.).  A UHB Board Committee should also be identified for all risks that are contained within the UHB’s Corporate Risk Register for assurance purposes.

Each Directorate will maintain a central file of Risk Registers from their Wards/Departments. The Clinical Board Risk Lead will ensure that Directorate Registers are collated and amalgamated at a Clinical Board Level.  
2.3.1 Low and Moderate Risks. These risks will be held on local level risk registers and will be managed by an appropriate risk lead at that departmental or speciality level. Risks at this level should be reviewed and updated at least quarterly. 
However, following the implementation of all actions that are possible and practical at the local level there may be the need to report a risk by escalating it to the next level of management irrespective of its risk rating score. This may be necessary for the following reasons:

· Sufficient mitigation cannot be identified at the local level. 

· Sufficient mitigation requires additional funding or authorisation not available at the local level. 

· Where support is required from another area of the UHB to carry out risk mitigation. 

· Where the risk consequences might adversely impact on another UHB area if the risk occurred.
2.3.2  High Risks. High risks should be escalated and recorded on the Directorate Risk Register. They should be managed by a senior and suitably empowered risk owner, and reviewed at least monthly. 
2.3.3  Extreme Risks. Extreme Risks are those risk that score 15 or greater. Risks scoring 20 or greater require immediate escalation (see figure 4). Extreme risks will continue to be managed by the Clinical Board/Corporate Directorate but risks of 20 or greater should also be reported on the Corporate Risk Register and, if a threat to strategic objectives, further reported on the Board Assurance Framework.  

2.3.4  The Corporate Risk Register. The Corporate Risk Register is a single document which brings together for Board oversight or decision the risks to the organisation in meeting its principal objectives, mapped against both the key controls in place and assurances of control effectiveness.   

The Corporate Risk Register is reported at every Board Meeting and specific risks are also reported at appropriate Committees of the Board for further assurance, scrutiny and escalation where required. When risks are considered to have potential threat to the achievement of strategic objectives they will also be reported on the Board Assurance Framework.
2.3.5  Risk Acceptance or Closure. Risks are accepted when the risk score equals that of the target risk rating i.e. where all reasonable actions have been effectively carried out and the risk owner, cognisant of the risk appetite, is in all other respects confident that the risk has been reduced as low as reasonably practicable. A clear rationale for accepting the risk should be added to the risk register entry. Accepted risks should be held on a register and reviewed annually to see if anything changes.
Where risks have been agreed for removal from the Risk Register or are covered by an existing risk, the risk can be closed. The date of closure and the rationale for closure should be recorded on the risk register. Where closed risks have a potential for reoccurrence, an appropriate date for review should be recorded. 

2.4  Glossary of Risk Terminology

	Accepted Risk
	Risks which are equal to or below the target score where all reasonable actions have been carried out, or there are no further actions possible, cannot be practically reduced any further. These risks may therefore be accepted by the risk owner. The rationale for acceptance must be recorded. 

	Adverse Event
	Any event or circumstance leading to unintended harm and/or suffering which results in admission to hospital, or prolonged hospital stay, or significant disability at discharge or death 



	Assurance
	The confidence gained, based on sufficient evidence, that internal controls are in place and are operating effectively so that objectives are being achieved.  

Sources of assurance include reviews, audits, and inspections (both internal and external).  

	Cause
	An element which alone or in combination has the potential to give rise to risk

	Closed Risk
	A risk which is no longer relevant or is covered by another risk can be defined as closed on the Risk Register. The rationale for closure must be recorded. 

	Consequence
	See Impact

	Cost
	Activities, both direct and indirect, which result in a negative outcome or impact for an individual or the organisation – cost includes money, time, labour, disruption, goodwill, political and intangible losses. 

	Control
	Any measure or action that modifies risk in the desired manner. Controls may be policies, procedures, practices, processes, technologies, techniques, methods or devices. 

	Current Risk
	The risk score with controls in place to manage the risk. 

	Escalation
	The act of advancing a risk to a higher management level for resolution, action or attention. 

	Event 
	An occurrence or change in a set of circumstances. An incident or situation. Can be something that is expected which does not happen or something that is not expected which does happen. Events can have multiple causes and consequences and affect multiple objectives.  

	Frequency
	A measure of the rate of occurrence of an event expressed as the number of occurrences of an event in a given time 

	Gaps (in controls or assurances).
	Where an additional system or process is needed, or evidence of effective management of the risk is lacking. 

	Hazard
	A source or situation of potential harm. 

	Inherent Risk
	See Initial Risk

	Initial Risk
	The risk score where there are no controls in place to manage the risk. Precedes current risk.

	Impact

(or consequence)
	The outcome of an event, being a loss, injury, disadvantage or gain in respect of the physical, emotional, financial, social or credibility status of the individual or organisation 

	Incident
	Any unplanned event or circumstance resulting in, or having a potential to cause loss 

	Incident Reporting and Investigation 
	A formal structured process and approach to enable the occurrence of incidents to be reported, recorded and the root cause of reported incidents identified, in order to manage risk exposure and identify required corrective actions 

	Likelihood
	A qualitative measure of the probability of a risk occurring.  

	Live Risk
	An identified risk that has been approved and which is currently being managed. 

	Near Miss
	A situation in which an event or omission (or a sequence of events or omissions), arising during clinical care fails to develop further, whether or not as the result of compensating action, thus preventing injury/harm to the patient. 

	Opportunity
	An uncertain event that would have a favourable impact on objectives or benefits if it occurred 

	Patient Safety Incident 
	Any unintended or unexpected incident(s) that could have or did lead to harm of one or more persons receiving NHS funded healthcare 

	Pre-Event Controls
	Risk controls intended to reduce the likelihood of a risk event occurring. Pre-event controls can be applied to a risk with or without post-event controls.  

	Post-Event Controls
	Risk controls designed to reduce the impact of a risk event if it occurs. Post-event controls can be applied to a risk with or without pre-event controls. 

	Probability
	The likelihood of a specific event or outcome occurring. Probability is usually expressed along a scale ranging from impossible to certain.

	Residual Risk
	See Current Risk.

	Risk
	The effect of uncertainty on the organisation’s ability to achieve its objectives or successfully execute its strategies. Risk is usually expressed in terms of causes, potential events and their consequences (or impact). 

	Risk Analysis 
	A systematic use of available information to determine how often specified events might occur and the magnitude of their consequences if they were to occur.

	Risk Appetite
	The ISO 31000 risk management standard refers to risk appetite as the "Amount and type of risk that an organization is prepared to pursue, retain or take". This concept helps guide an organization's approach to risk and risk management.
By defining its risk appetite, an organisation can arrive at an appropriate balance between uncontrolled innovation and excessive caution. It can guide people on the level of risk permitted and encourage consistency of approach across an organisation.

Defined acceptable levels of risk also means that time/resources are not spent on further reducing risks that are already at an acceptable level.



	Risk Avoidance 
	An informed decision not to become involved in a risk situation. For example, termination of a risk generating activity. 

	Risk Escalation
	A process that ensures identified risks deemed impossible or impractical to manage by a local team or function, and/or those risks with potential strategic impact are escalated to the appropriate level. 

	Risk Mitigation
	Risk mitigation describes the compound effect of the effective actions and controls put in place to reduce or minimise the likelihood and/or impact should the risk occur.

	Risk Owner
	The senior person accountable for the risk; should have a decision-making authority and be able to monitor the status of the risk.  

	Risk Treatment
	Options likely to reduce the negative effects of the risk or enable the opportunities that may result from a risk being realised. 

	Target Risk
	The risk level that the organisation is willing to accept in accordance with risk appetite.


� Specific, Measurable, Assignable, Realistic, Time-Related. 
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