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Freedom of Information Act 2000 — Request Reference Fol/24/392
Personal Data Breaches

This is an information request relating to data breaches.

Please include the following information each of the following financial years 2021/22, 2022/23 and
2023/24:

e The number of data breaches have occurred

Cardiff and Vale University Health Board (the UHB) has estimated that to complete the work needed to
respond to this request would exceed the time limit as outlined in the Appropriate Limit and Fees
Regulations 2004. When estimating the cost of complying with a request for information under the
applicable legislation, the UHB must calculate this cost at a rate of £25 per person per hour to a maximum
of £450, with the appropriate time limit for complying therefore being 18 hours.

In completing a search for the information requested, the UHB has confirmed that this information is not
centrally recorded or collated. To retrieve the information requested would require a manual search
through individual records which the UHB considers would exceed the appropriate limit for the purposes of
the 2004 Regulations. The UHB has therefore relied upon the exemption set out in section 12 of the
Freedom of Information Act 2000 (‘Exemption where cost of compliance exceeds appropriate limit’) and is
refusing your request.

However, in accordance with a public authority’s duty to provide advice and assistance under section 16 of
the 2000 Act, the UHB can issue the below figures which were recorded using the incident management
tool, Datix, with results extracted from incidents reporting information governance considerations. The
accuracy of these figures can therefore be contested, because not all of the recorded incidents will
necessarily represent personal data breaches within the definition as outlined in Article 4(12) of the UK
General Data Protection Regulation: ‘a breach of security leading to the accidental or unlawful destruction,
loss, alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise
processed’.

The figures for the stated financial years are as follows.
2021/22 — 628 incidents raised
2022/23 — 597 incidents raised
2023/24 - 618 incidents raised

e How many people were affected in each data breach

The UHB believes that the exemption as outlined in section 12 of the 2000 Act applies in this instance and
is therefore refusing your request.
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e Total number of claims made against the NHS Trust
Five claims.

e Total number of claims that have been upheld
Two claims.

e Total cost that has been paid out each year

For the 2023/24 financial year, the total cost for claims relating to personal data breaches was £53,907.40.
This figure comprises damages, claimant costs, and defence costs.

For the avoidance of doubt, there are no other relevant claims before this period.
e The largest payout given to a single person each year
For the 2023/24 financial year, the largest sum paid in damages for a claim was £6,500.00.

As above, there are no other relevant claims before this period.
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