Freedom of Information Act 2000 - Request Reference Fol/20/390
IT Infrastructure

Request details

Under the Freedom of Information Act 2000 may | kindly request the following
information about your IT Infrastructure Information. The information needed is as
follows:

SECURITY / CYBERSECURITY:

1. What SEIM (Security Event and Incident Management) solution is used by your
organisation?

Cardiff and Vale University Health Board (the UHB) can confirm that the Security Event and
Incident Management (SEIM) solution used is LogRhythm

2. When does your SEIM platform license subscription come up for renewal?

The UHB does not hold the information requested. The SEIM platform licence subscription is
managed by NHS Wales Informatics Service (NWIS). Under our Section 16 obligation, the
duty to advise and assist, the UHB would like to inform you that you may be able to obtain
further information on this by contacting the following address:

nwis foirequest@wales.nhs.uk

3. If the SEIM (Security Event and Incident Management) solution was purchased via
third party please disclose the contracting party’s details?

The UHB does not hold the information requested. The SEIM platform licence subscription is
managed by NHS Wales Informatics Service (NWIS). Under our Section 16 obligation, the
duty to advise and assist, the UHB would like to inform you that you may be able to obtain
further information on this by contacting the following address:

nwis foirequest@wales.nhs.uk

4. Do you outsource your security management to a third party (managed security
service provider)? If so can you disclose the name of the managed security service
provider.

The UHB confirms that it does not outsource its security management.

5. When does the current service contract from the current managed security service
provider end?

Not applicable
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6. Can you provide the email address of the individual that is responsible for your IT
Security?

After considering your request, the UHB believes that the data requested is classed as
personal data as defined under the General Data Protection Regulation (GDPR) and Data
Protection Act 2018 and its disclosure would be contrary to the data protection principles
and constitute unfair and unlawful processing in regard to Articles 5, 6, and 9 of GDPR. We
are therefore withholding this detail under Section 40(2) of the Freedom of Information Act
2000. This exemption is absolute and therefore there is no requirement to apply the public
interest test.

ICO BREACHES
7. How many cyber security breaches has your organisation had over the past 2 yrs?

The UHB confirms that no cyber security breaches have occurred within the period
requested.



